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About This Document
This documenprovides hardware and softwar@nformation of the Robustel BOOORouter, including introduction,
installation, configuration and operation.

Copyrigh©2019Guangzhou Robust&lTD
Allrightsreserved.

Trademarks and Permissions

@ r@busterél robustare trademarks of Guangzhou Robustel D All other trademarks and trade

names mentioned in this document are the property of their respeatiwvaers.

Disclaimer

No part of this document may be reproduced in any form without the written permission afdpgright owner.

The contents of this document are subjectdioangewithout notice due to continued progress in methodology,

design and manufacturing. Robustel shall have no liability for any error or damage of any kind resulting from the us
of this document.

Technical Support
Tel:+86:20-29019902
Fax:+86-20-82321505
Email:support@robustel.com
Web: www.robustel.com
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Important Notice

Due to the nature of wireless communications, transmission and reception of data can never be guaranteed. Data
may be delayed, corrupted (i.e., have errors) or be totally lost. Although significant delays or losses of data are rare
when wireless devices sh as the routersused in a normal manner with a welbnstructed network, the router

should not be used in situations where failure to transmit or receive data could result in damage of any kind to the
user or any other party, including but not limitéol personal injury, death, or loss of property. Robustel accepts no
responsibility for damages of any kind resulting from delays or errors in data transmitted or received using the
router, or for failure of the router to transmit or receive such data.

Sakty Precautions
General
The router generates radio frequency (RF) power. When using the raater must be taken on safety issues
related to RF interference as well as regulations of RF equipment.
Do not use your router in aircraft, hospitals, petroltgias or in places where usirgllularproducts is
prohibited.
Be sure that the router will not be interfering with nearby equipment. For example: pacemakers or medical
equipment. The antenna of the router should be away from computers, office equipmemie appliance, etc.
An external antenna must be connected to the router for proper operation. Only uses approved antenna with
the router. Please contact authorized distributor on finding an approved antenna.
Always keep the antenna with minimum safetytdigce of 2 cm or more from human body. Do not put the
antenna inside metallic box, containers, etc.
Whenused,the deviceneedsa suitableenvironment.
1. Ifindoors,it needsto be providedanindoorenclosure.
2. If outdoors,it needsto be providedarain proof enclosure.
RF exposure statements
1. For mobile devices without elocation (the transmitting antenna is installed or located more than 20cm
away from the body of user and nearby person)
FCC RF Radiation Exposure Statement
1. This Transmitter must not beo-located or operating in conjunction with any other antenna or transmitter.
2. This equipment complies with FCC RF radiation exposure limits set forth for an uncontrolled environment.
This equipment should be installed and operated with a minimum distah26 oentimeters between the
radiator andhumanbody.
Note: Some airlines may permit the use of cellular phones while the aircraft is on the ground and the door is open.
Router may be used at this time.

Using theRouter in Vehicle
Check for any regulation or law authorizing the useelulardevicesn vehicle in your country before installing
the router.
The driver or operator of any vehicle should not operate the routhkile driving
Install the router by qualified personnelo@sult your vehicle distributor for any possible interference of
electronic parts by the router.
CKS NRdziSNJ aK2dA R 0S8 O02yyS$00SR G-poteiteddernind ioih®t $04& 4
PSKAOt SQa FdzaS o02E®
Be careful when the routerispowerR 6& (GKS @GSKAOf SQa YIAY oFGGSNED®
period.
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Protecting Your Router
To ensure errofree usage, please install and operate your router with care. Do remember the fiadfow
Do not expose the router to extrenmnditions such as high humidity / rain, high temperature, direct sunlight,
caustic / harsh chemicals, dust, or water.
Do not try to disassemble or modify the router. There is no user serviceable part inside and the warranty would
be void.
Do not drop, hitor shake the router. Do not use the router under extreme vibrating conditions.
Do not pull the antenna or power supply cable. Attach/detach by holding the connector.
Connect the router only according to the instruction manual. Failure to do it will aeievarranty.
In case of problem, please contact authorized distributor.
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Regulatory and Type Approval Information
Table 1:Directives

2011/65/EU | The European RoHS2.0 2011/65/EU Directive was issued by the European parlian
and the European Council orddily 2011 on the restriction of the use of certain

Hazardous substances in electrical and electronic equipment.

2012/19/EU | The European WEEE 2012/19/EU Directive was issued by the European parliamer
and the Europeaouncilon 24 July 2012n waste electrical and electronic equipmen ﬁ

2013/56/EU | The European 2013/56/EU Directive is a battery Directive which published in the EU official
on 10 December 2013. The button battery used in this product conforms to the stands
2013/56EU directive.

Table2{ G YRI NRa 2F (KS St SOUNRYyAO AYyRdzaliNER 2F GKS t S21
SJT The electronic industry standard of the People's Republic of China SJ/TH1868c & w S |j
113632006 | for Concentration Limits for Certain Toxic ddazardous Substances in Electronic Information

t NERdzOGla¢ AaadzSR o0& GKS YAyAadaNER 2F AYy¥F2N

November 6, 2006, stipulates the maximum allowable concentration of toxic and hazardous

substances in electronioformation products.

Please sed@able 3for an overview of toxic or hazardous substances or elements that might be

contained in product parts in concentrations above the limits defined by SJ/T

SJIT The eletronic industry standard of the People's Republic of China SJ/T #136#n & [ | ©

113642014 |wSljdzZA NBYSyiia F2NI wSAGNAOGSR !'asS 2F 11 NR

issued by the ministry of Industry and information technology of the Pemplepublic of China or

July 9, 2014, stipulates the Labeling requirements of hazardous substances in electronic ang

electrical products, environmental protection use time limit and whether it can be recycled.

This standard is applicable to electronic alectrical products sold within the territory of the

People's Republic of China, and can also be used for reference in the logistics process of elg

and electrical products.

The orange logo below is used for Robustel products: t‘lnr

Indicates its warningttribute, that is, some hazardous substances are contained in the produ
The "10" in the middle of the legend refers to the environméigndly Use Period (EFUP) * of
electronic information product, which is 10 years. It can be used safely during the
environmentfriendly Use PeriodAfter the environmental protection period of use, it should ent
the recycling system.

*The term of environmental protection use of electronic information products refers to the ter,
during which the toxic and hazardousbstances or elements contained in electronic informatig
products will not be leaked or mutated and cause serious pollution to the environment or ser
damage to people and property under normal conditions of use.
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Table 3:Toxic orHazardousubstances oHements withDefined ConcentrationLimits

Name of| HazardouSubstances
thePart | pp (Hg9 (Co (CVvl)) | (PBB (PBDE | (DEHP | (BBP) | (DBR (DIBR

Metal
parts

(0] (0] 0] 0] 0] o) o) (0] (0] (0]

Circuit
modules

Cables
and cable
assemblie
s

Plastic
and
polymeric
parts

0:
Indicates that this toxic or hazardous substance contained in all of the homogeneous materials for this part
below the limit requirement in RoOHS2.0.

X

Indicates that this toxic or hazardous substance contained in at least one of the homogeneous materials
part might exceedhe limit requirement in RoHS2.0.
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DocumentHistory
Updates between document versions are cumulative. Therefore, the ldtestment version contains all updates
made to previous versions.

Date Firmware Version | Doaument Version | Change Description

Mar. 27, 2017 3.0.0 v.4.0.0 Initial release

Jul. 17, 2017 3.0.0 v.4.0.1 - Updated pictures in Chapter 2
Updated OpenVPRonfiguration in Chapter
4.3.2
Other minor editorial changes

Jul. 20, 2017 3.0.0 v.4.0.2 Updated the description of DI/DO interface

Aug. 11, 2017 3.0.0 v.4.0.4 Added the new model R30€QU to the ordering

information

Feb.26, 2018 3.05 v.40.8 Updatedfirmware

Jun. 29, 2018 3.05 v.4.0.9 Revised the company name

Jan. 29, 20D 3.05 v.4.0.15 . Revised the ertifications
Revised the Frequency bands of Wifi

Jul. 2, 2019 3.0.5 v.4.1.0 - Revised thedescription of enclosure
Revised theRegulatory and Typ&pproval
Information

Sep 23, 2019 3.0.5 v4.1.1 - Revised theApprovals

Oct 23, 2019 3.05 v.4.1.2 - Addedthe DNP3Transparento Serialport
Adddl the Storage Temperature
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Chapter 1 ProductOverview

1.1 Key Features

The Robustel Industrial Dual SIM Cellular VPN Router (R3000) is a rugged cellular router offefifighetastet
mobile connectivity for machine to machine (M2M) applications.
R3000 is powerful router developed from RobustOS, a Robusteldmitloped and Linukased operating system
which is designed to be used in Robustel devices. The RobustOS includes basic networking features and protocols
providing customers with a very good usepexence. Meanwhile, Robustel offers a Software Development Kit (SDK)
for partners and customers to allow additional customization by using C, Python or Java. It also provides rich Apps t
meet fragmented loT market demands.
The featurelLink Managesuppoting Cellular WANEthernet WAN, WLAN WAN link backup and ICMP detection
The optionBackup Modesupportingcold, warm and load balancing
WiFi supporting AP mode and Client modes (2.4 GHz/5 GHz), also supporting Captive Portal
RobustOS + SDK + App
IPsec/OpenVPNGRE/L2TP/PPTP/DMVPN
Supporting DHCP server
Supporting 802.1 Q VLAN Trunk
Supporting IP Paghrough
Supporting Modbus gateway (Modbus RTU to Modbus TCP) and Modbus Master
Supporting TCP Client/Server, UDP and virtual serial port
Management and mainteance via Web/CLI/SMS/USB/RobustLink Cloud
Supporting RobustVPN, a Cloud VPN Portal providing easy and secure remote access for PLCs and machines
Supporting RobustLink, a centralized M2M management platform for remote monitoring, configuration and
firmware update
Auto reboot via SMS/Timing

Robust industrial design (9 G0V DC desktop orwall mountingor DIN rail mounting)
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1.2 Padkage Contents

Before installingyour R3000 Routeverify the kit contents as following
Note: The following pictures are fdltustration purposes only, not based on their actual sizes.

1 xRobustel R300hdustrial Dual SIM Cellular VPN Ro@&PS/WiFi optional)

o .

@rbustel @robustel @robustel

With WiFi and GPS Only with GPS Only with WiFi ithoutW/iFiand GPS

1 x3-pin 5 mm maleterminal block with lock for powesupply
®_ .
S Sa

1 x7-pin 3.5 mm malderminal block with lock for serial port, I/O and console port

Note: If any of the above items missing oidamaged please contacyour Robustekales representative

RT_UG_R3000_v.421. Oct23, 2019 11/147
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Optional Accessariegsoldseparately:
3G/4G SMA cellular antenna (stubby/magnet optional)
Stubby antenna Magnet antenna

/

RRSMA WiFantenna(stubby/magnet optional)
Stubby antenna Magnet antenna

/

Wallmounting kit

35mm DN rail mounting kit

Ethernet cable

O
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AC/DQoower adapter (12VDC, 1.57; EUUSUK AU plug optional)

\
\

1.3 Specifications

Cellular Interface
Number of antennas: 2 (MAIN + AUX)
Connector: SMA female
SIM:2(3.0V&1.8V)
StandardsGSM/GPRS/EDGE/WCDMA/HSDPA/HSUPA/HSRASH2E/TESCDMA/CDMACDMA
1X/EVDO)/FDD LTE/TDD LTE
GSM: max DL/UL = 9.6/2.7 Kbps
GPRS: max DL/UL =Ktps
EDGE: max DL/UL = 236.8 Kbps
WCDMA/TESCDMA: max DL/UL2:8 Mbps/384 Kbps
EVDO: max DL/UL5 Mbps/14.7Kbps
HSPA-+naxDL/UL=21/5.76 Mbps, fallback to 2G
DCHSPA+: max DL/UL = 42/5.76 Mbps, fallback to 2G
FDD LTEnaxDL/UL=100/50 Mbps, fallback t@G/3G
TDD LTE: m&/UL=100/50 Mbps, fallback t@G/3G

Ethernet Interface
Number ofports: 2 x 10/100 Mbps, 2LAN or X LAN+1 x WAN
Magnetisolationprotection: 1.5KV

WiFiInterface (Optional)
Number of antennas: 1
Connector: RISMA, male
Standards: 802.%b/g/n, supportingAP and Client mode
Frequencybands: 2.4 GHz
5 GHz
Security: Open WPA, WRAREP
Encryption: AES, TKWEP64
Data speed: Up to 150 Mbps
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Receiing sensitivity. 1 M -97dBm(< 8% PER)

(+/-1 dBm) 54 Mbps -76.5 dBm (< 10% PER)
MCS7 (20 MHz)  -72 dBm (< 10% PER)
MCS7 (40 MHz) -69 dBm (< 10% PER)

GP$GLONASS Interfag®ptional)

Number of antennas: 1

Connector: SMAemalewith 50 ohms impedance

Trackingsensitivity: GPSgreater than-148 dBm

GLONASSgreater than-140 dBm

Horizontal position accuracy: GPS: 2.5 m
GLONASS: 4.0m

Protocol: NMEA)183 V2.3

Serial Interface
Number ofports: 1 x R232+1 x RSI85 or 2 x R832 or 2x R$485
Connector 7-pin 3.5 mm female socketith lock
ESDprotection: +15KV
Baudrate: 300bps to 23040Mps
Parameters: 8E1, 801, 8N1, 8N2, 7E2, 702, 7N2, 7E1
RS$232: TxD, RxD, RTS, CTS, GND
R$485: Data+ (A), DatéB)

DI/DO
Type 2 x DI (drgontact) + 2 x DO (wet contact) x DI, 4 x DO, 3 x DI +1 x DO or 3 x DO + 1 x DI
Connector 7-pin 3.5 mm female sockatith lock
Isolation:3KVDC or 2KVrms
Absolute maximum VD@: + b € DG(PlY 30DC(DO)
Absolute maximum ADGO0 mA

Others
1 x RSbutton
1 x Micro Shnterface
1 x USB 2.0 host up to 480 Mbps
1 x CLI interface
LEDndicators- 1 XxRUN,1 xPPP1 xUSR1 xRSSIl xNET1 xSIM

Software(Basic features of RobustOS)
Network protocols: PPP, PPPoE, TCP, UDP, DHCP, ICMP,TRAHTTPS, DNS, ARP, ]NTH?, Telnet, VLAN,
SSH2DDNSetc.
VPN tunnel: I8¢, OpenVPNGRE
Firewall: DMZ, amiDoS, Filtering (IP/Domain name/MAC address), Port Mapping, Access Control
Management: Web, CLI, SMS
Serialport: TransparentDNP3Transpaent, TCP Client/Server, UDP, Modbus RTU Gateway
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App Center(Available fapsfor RobustOp
Apps: L2TP, PPTP, DMVPN, RobustVPN, VRRP, QoS, SNMP, Language, RobustLink
*Request on demand. For more Apps please wsitv.robustel.com

Power Supply and Consumption
Connector 3-pin 5 mm female sockewith lock
Input voltage: 9 to 60\DC
Powerconsumption: Idle: 100 mA@12 V
Datalink: 400 mA (peak@12 V

Physical Characteristics
Ingress protection: IP30
Housing &\eight: Metal, 570 g
Dimensiors. 125 x 1@ x 43.5mm
Installatiors: Desktopwall mountingor 35 mmDIN rail mounting

Approvals
Regulatory: CE, NBTC, FCC, RCM, PTCRB, GCF, IC, TRA, IMDA, EAC, Anatel, UL, CB, ICASA
Carrier: AT&T, Rogers, Vodafone
Application: Emark (Vehicle), IEC 610da12 (Electromagnetic CompatibilityDscillatory Waves Immunity Test),
EN50155 (Railway Application&lectronic equipment used on rolling stock)
Environmental: RoHS2.0, WEEE
EMI: EN 55032: 2012/A2013 (CE & RE) Class B
EMSIEC 6100@-2 (ESD) Level 4
IEC 61004@-3 (RS) Level 4
IEC 61004@-4 (EFT) Level 4
IEC 6100@-5 (Surge) Level 3
IEC 61004@-6 (CS) Level 2
IEC 61004@-8 (M/S) Level 4
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1.4 Dimensions
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Front View Rear View Side View Top&Bottom View
1.5 Orderinginformation
Model R30003P R30004L R300GNU
RouterType HSPA+outer LTEouter Wireline Router
GSM/GPRS/EDGE GSM/GPRS/EDMECDMAHSDPA/HSUPA -
HSDPA/HSUPA/ HSPAHDCGHSPA+TDSCDMACDMA (CDMA
HSPA+ 1X/EVDOW¥DD LTE/TDD LTE
FrequencyBands &= AU: B1/B3/B5/B7/B8/B2&840 -
4G* EU: B1/B3/B7/B8/B20/B28/B31, B38/B40

US: B2/B4/B5/B13/B17/B25, B41
JP: B1/B3/B8/B9/B18/B19/B21/B28, B41
CN: B1/B3, B38/B39/B40/B41

3G B1/B2/B4(AWS)/BE WCDMAHSDPA/HSUPASPAHDGHSPA+: --
/B8/B19 B1/B2/B5/B6/B8/B9/B19
TDSCDMAB34/B39
CDMA(CDMA 1X/EVDO): RO/A BC0O/BC1/BC:
2G 850/900/1800/ 850/900/1800/1900 MHz --
1900 MHz

Operating -40t0+75 C -40t0+75C -40t0+75 C
Temperature
Storage -40t0+85 C -40t0+85 C -40t0+8 C
Temperature

FEIEWE R B AY 5 to 95% RH 5 to 95%RH 5 to 95% RH
*For more information about 4G frequency bands in different countries, please contacRpbuistekales
representative.
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1.6 Warning

WARNING EXPLOSION HAZAD. DO NOT REMOVE OR REPLACE WHILE CIRCUIT IS LIVE UNLESS THE AR

IGNITIBLE CONCENTRATIONS.

AVERTISSEMENT RISQUE "EXPLOSION. NE PAS RETIRER OU REMPLACER LORSQUE LE CIRCUIT E
TENSION, A MOINS QUE LE MILIEU SOIT LIBRBSTMNSES INFLAMMABLES CONCENTREES.
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Chapter 2 Hardware hstallation

2.1 PINAssignment

PIN | Debug | RS232 Direction

1 CR - R3000« Device
s [eND loND |-
_
PIN | Power

Positive
10 | GND

PIN | DI/DO RS485 Direction

11 | Input 1 -- R3000« Device
Outputl |- | R3000 Device
15 |[GND |- -
17 | - Data (B) | R3000* Device
@ robustel
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2.2 LED Indicators

@robustel
Name Color Status Description
RUN Green On, fast blinking Router ispowered on
(250 mSec blink time)| (System is initializing)
On,blinking Routerstarts operating
(500 mSec blink time)
Off Router is powezd off
PPP Green On, solid Link connection is working
Off Link connection is not working
USROpenVPN | Green On, solid OpenVPN connection is established
Off OpenVPN connection is not established
USRIPsec Green On solid IPsec connection is established
Off IPsec connection is not established
USRWiFi Green On solid WiFi is enabled and working properly
Off WiFi is disabled or not working properly
“ Green On solid High Signal strengt{21-31) isavailable
Yellow On, solid Medium Signal strengti{11-20) isavailable
Red On solid LowSignal strengtlf1-10) isavailable
-- Off No signal
NET Green On solid Connection to 4G network is established
Yellow On solid Connection to 3G network established
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@ rcbustel

Red On, solid Connection to 2G network is established
- Off Connection to network is not established or establishin
SIM Green On, blinking Backup card is being used
Off Main card is being used

Note: You can choose the display type of USR LED. For more details, please3&f@rService > Advanced

2.3 USBInterface

@ robustel

RT_UG_R3000_v.21.
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Function Operation
Firmware USB interface is used for batch firmware upgrading, but cann
upgrace be used for sending or receiving data from slave devices whiq

connected to it. You can insert a USB storage device into the
NRdziSNQRa ! {. AYydiSNFI OS> &dz0
have a supported configuration file orrauter firmware in this
USB storage device, the router will automatically update the
configuration file or the firmware. For more details, &1
Interface > USB
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2.4 Reset Button

Function Operation

Reboot Press and hold the RST button for at least 5 seconds ur
the operating status.

Restore to Wait for 5 seconds after powering up the router, press a

factory default | hold the RST button until all six LEDs start blinking one

settings one,and release th button to return the router to factory
defaults.

@ robustel

|
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2.5 EthernetPorts

There are two Ethernet ports on R3000 Router, including ETHO and ETH1. Eac
Ethernet porthastwo LED indicators. Thellowone isa linkindicator whilethe
greenone isa speedndicator.For details about status, selee table below.

Indicator Status Description
Linkindicator On, solid Connection is established
On, Binking Data is being trarisrred
Off Connection is not established
Speedndicator | On, solid 100 Mbpsmode
Off 10 Mbps mode

RST

@ robustel

|
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2.6 Insert or RemovesIM CardMicro SD Card

Insert or remove the SIM/Micro SD card as shown in the following steps.

Insert SIMcard/ Micro SDcard

1. Make sureouter ispoweredoff.

2. Toremove slot cover, loosen tiserews associated with the cover by using a screwdriver and then find the SIM
card slot/SD card slot.

3. Toinsert SIM card/Micro SD card, press the card with finger until you hear a click and then tighten the screws
associated with the cover by using a sodewwer.

4. To put back the cover and tighten the screws associated with the cover by using a screwdriver.
Remoe SIMcard/ Micro SDcard

1. Make sureouter is powered off.

2. Toremove slot cover, loosen the screws associated with the cover by using a screauldiieen find the SIM
card slot/SD card slot.

3. Toremove SIM card/Micro SD cardegs the caravith finger until it pops out and then take out the card.

4. To put back the cover and tighten the screws associated with the cover by using a screwdriver.

Note:

1. Recommended torque for inserting &5 N.m, and the maximunallowed 0.7 N.m.

2. Use the specific card when the device is working in extreme temperatmgpérature exceeding 4tC),
because the regular card for lotigne working in harsh environment whe disconnected frequently.

3. Do not forget to twist the cover tightly to avoid being stolen.

4. Do not touch the metal of the card surface in case information in the cartba@br be destroyed.
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5. Do not bend or scratch the card.
6. Keep the card away fromedtricity and magnetism.
7. Make sure router is powered off before inserting or removing the card.

2.7 Attach External Antenng SMA Type)

Attachan externalSMAantennato the routerQ antennaconnectorand twisttightly. Make sure the antenna vgithin
the correct frequencyange provided by the ISP and with 50 Ohm impedance
Note: Recommended torque fotighteningis 035 N.m.

SMA antenna with a male connector fo
cellular connection

- JE—

SMA antenna with a male
connector for GPS
connection

RFSMA antenna with éemale
connector forWLANconnection

@ robustel

2.8 Mount the Router

The router can be placed on a desktop or mounted to a wall or a 35 mm DIN rail.
Note:
Whenused,the deviceneedsa suitableenvironment.
1. Ifindoors,it needsto be providedanindoorenclosure.
2. If outdoors,it needsto be providedarain proof enclosure.
Two methods for mounting the router
1. Wall mounting(measured in mm
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L-935 14

Use 3 pcs of M3*flat headPhillips screws to fix the wall mounting kit to the router, and then use 2 pcs of M3
drywall screws to mount the router associated with the wall mounting kit on the wall.
Note: Recommended torque for mounting is 1.0 N.m, and the maximum allowed i¢.th2

2. DIN rail mountingmeasured inmm)

= -
@
[ 1
[ § jl—
o
@

|
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Use 3 pcs of M3*8at headPhillips screws to fix the DIN rail to the routand then hang the DIil on the
mountingbracket. It is necessary to choose a standard bracket.
Note: Recommended torque for mouimty is 1.0 N.m, and the maximum allowed is 1.2 N.m.

2.9 Ground the Router

Router groundindnelps preventthe noiseeffect due to electromagnetic interference (EMDonnect the router to the
site ground wire by the ground screw before powering on.
Note: This product iappropriate to be mounted on a sound grounded device surface, such as a metal panel.
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2.10 Connect the Router to a Computer

Connect an Ethernet cable to the port marked ETHO or ETH1 at the front of the R3000 Router, and connect the othe
end of the cable to your computer.

2.11 Power Supply

CONNECTING THE POWER CABLE

COLOR POLARITY

RED +

@ YELLOW -

gh T
A

R3000Router supports reverse polarity protection, but always refers to the figure above to connect the power
adapter correctlyThere are two cables associated with the power adapter. Following to tbe abthe head,
connect the cable marked red to the positive pole through a terminal block, and connect the yellow one to the
negative in the same wayhe last step is to plug the power adapter into your socket.

Note: The range of power voltage is 9 t6\6DC.
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Chapter 3 Initial Configuration

The router can be configured through your web browset includinglE 8.0 or above, Chrome and Firefetc. A

web browser is included as a standard application in the following operating systems: Linux, Mac OS, Windows
98/NT/2000/XP/Me/Vista/7/8, etclt provides an easy and usé&iendly interface for configurationThere are various
ways to connect the routeeither through an external repeater/hub or connect directly to your PC. However, make
sure that your PC has an Ethernet interface properly installed prior to connecting the Mutemust configure your
PC to obtain an IP address through a DHCP senzfixed IP address that must be in the same subnet as the router.
If you encounter any problems accessing the router web interfiaée advisable to uninstall your firewall program on
your PC, as thtendsto cause problems accessing the IP addrésberouter.

3.1 Configuethe PC

There are two methods tgetIP addres$orthePCOneisii2 206G+ Ay |y Lt | RRNBaa I dzi
] 2yyS80GAZ2YEéT FYR Fy23GKSNJ Ad (2 O2yTAIdNBe rduterilasdi A O L
refer to the steps below

Here takeWindows 7as example, andhe configuration for windows system is similar.
1. ClickStart>Controlpanel, doubleclickNetwork andSharing Centerand then doubleclickLocal Area

Connection
= | E bl
@‘\J @| & <« Network andIntemet » Network Connections » v |43 W Secrch Net.. o
| File Edit View Tools Advanced Help
Organize » Start this connection Rename this connection  » ~ IO 7
' [ Local Area Connection l VMware Network Adapter VMnetl
| B Network 14 ~
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2. ClickPropertiesin thewindow ofLocal Area Connection Status

. . Local Area Coi X

General

Connection
IPv4 Connectivity: Internet
IPw& Connectivity: No Internet access
Media State: Enabled
Duration: 09:30:11
Speed: 100.0 Mbps

'
Sent —— &p = Received

Bytes: 12,818,574 | 83,948,334

(Bipsies) (@] (oo )

MNetwarking

Connect using:
‘ & Qualcomm Atheros ARS162/8166/8168 PCHE Fast Bthen ‘

This connection uses the following items:

™ Client for Microsoft Networks

QVMware Bridge Protocol

Bl 105 Packet Scheduler

g File and Printer Sharing for Microsoft Metwarks
= |ntemet Protocol Version & (TCP/IPwE)
P8 Intemet Protocol Version 4 (TCP/IPvd)
<& Link-Layer Topology Discovery Mapper /0 Driver
wi Link-Layer Topology Discovery Responder

[ hstal. || Uninstal | [ Propeties

Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks,

|
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4. Two ways for configuring the IP address of PC
Obtain an IP addresswutomatically:

General | Alternate Configuration

You can get IP settings assigned automatically it your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(@ Obtain an IP address automatically
{71 Use the following IP address:
IP address:

Subnet mask:

Defaul: gakeway;

(@ Obtain DNS server address automatically
() Use the following DNS server addresses:

Preferred DMS server:

Alkernate DNS server:

[T validate settings upon exit

Use the following IP address:
(Configured atatic IP address manually within the same subnet of the router)

' ™
Internet Protocol Version 4 (TCP/IPvd) Properties L2 [

General

‘fou can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

1 () Obtain an IP address automatically |

: i@ Use the following IP address:

i IP address: 192 188 . 0 . 2 I

: Subnet mask: 255 255 .255 . 0 i
Default gateway: m

Obtain DNS server address automatically
(@ Use the following DNS server addresses:
preferred DNS server: 192 168 . 0 . 1

Alternate DNS server:

| [ validate settings upon exit

ok [ concel |

== a2

5. ClickOKto finish the configuration.
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3.2 Factory Default Settings

Before configuring your router, you need to know the following default settings.

Iltem Description

Username admin

Password admin

ETHO 192.1680.1/255.255.255), LAN mode
ETH1 192.1680.1/255.255.255.0LAN mode
DHCP Server Enabled

3.3 Log inthe Router

To log in to the management page and view the configuration status of your router, please follow the steps below.

1. OnyourPC, open a web browser such as Internet Expl@ebpgle and Firebox, etc.
2. From your web browser, typine IP address of theouter into the address bar and press enté&he default IP
addressof the routeris 192.168.0.1though the actual addresnay vary.
— -

Mew Tab x N

L™ =

= = C | [} https://192.168.0.1/

3. Inthe login page, enter the username and password, choose language and th&xO€libk The default
username and password atedmire.
Note: If enter the wrong username or password over six times, the login web will be locked for 5 minutes.

robustel
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3.4 Control Panel

After logging in, the home page of the R3000 Ra&tereb interface is displayed, for example.

@ rcbustel

Save & Apply | Reboot | Logout

A Ttis strongly recommended to change the default password. x

Status

Status

| »

» System Information

Interface Device Model R3000

System Uptime 0 days, 00:03:32
Network

System Time Mon Feb 26 14:46:56 2018
VPN

m

RAM Usage 81M Free/128M Total

Services . .
Firmware Version 3.0.5 (Rev 1042)

System Hardware Version 1.2

Kernel Version 4.1.0

Serial Number 10201809021770

 Internet Status

Active Link WAN Static

Uptime 0 days, 00:03:05

oA A A o 4Tn 4r 4n TAdACE ArE are o

Copyright @© 2017 Robustel Technologies. All rights reserved.

Using the original password to log in the router, the page will pop up the following tab

[ A 1t is strongly recommended to change the default password. X]

It is strongly recommended for security purposhattyou change the default username and/or password. To change
your username and/or password, s8e35 System > User Management

Control Panel
Item Description Button
Save & Apply Clicktosavéi KS OdzNNBy G 02y T A 3 aaNdpplythe vy
modification on every configuration page make the modification
taking effect

Reboot Click to reboot the router. If thRebootbutton is yellow, itmeans that Reboot
some completedonfiguratiors will take effectonly after reboot
Logout Click tolog the current user out safely. After logging out, it will switch t

login page Shut down web page directiwithout logout, the next onecan
login webon this browser without a passworllefore timeout.

Submit Click tosavethe modification orcurrert configuration page. m
Cancel Click to cancel the modification murrent mnfiguration page. m
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Note: The steps of how to modify configuration are as bellow:

1. Modify in one page;
2. Clik BT under this page;
3. Modify in another page;
4. Cli([ETEg under this page;
5. Complete all modification;
6. ClikE .

3.5 Status

This page allows you to view the System Information, Internet Status and LAN Status of your Router.

System Information

» System Information

Device Model
System Uptime
System Time

RAM Usage
Firmware Version
Hardware Version
Kernel Version

Serial Number

R3000

0 days, 00:03:32

Mon Feb 26 14:46:56 2018
81M Free/128M Total
3.0.5 (Rev 1042)

1.2

4.1.0

10201809021770

System Information

Item Description

Device Model Show the model name gour device.

System Uptime Show the current amount of time the router has been connected.
System Time Show the currensystem time

RAM Usage Show the free memory and the total memory.

Firmware Version

Show the firmware versiorunning on the router.

HardwareVersion

Show the current hardware version

Kernel Version

Show the current kernel version.

Serial Number

Show the serial numbeaf your device

RT_UG_R3000_v.421.
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Internet Status

 Internet Status

Active Link WWAN1
Uptime 0 days, 00:39:31
IP Address  10.122.74.11/255.255.255.248
Gateway 10.122.74.9

DNS 210.21.4.130 221.5.88.88

Internet Status

ltem Description

Active Link Show the currenactivelink.

Uptime Showthe current amount of time the link has been connected.

IP Address Show the IP address current link.

Gateway Show the gatewagddress of the current link.

DNS Show the current primary DNS server aedondary server.
LAN Status

 LAN Status

IP Address  192.168.0.1/255.255.255.240

MAC Address 34:FA:40:04:68:F0

LAN Status
Item Description
IP Address Show the IP address and tNetmaskof the router.
MAC Address Show the MAC address of the router.
RT_UG_R3000_v.21. Oct23, 2019 34/147

Confidential



Robustel GoRugged R3000 User Guide @ r@bUStel

3.6 Interface >Link Managr

This section allows you to setup the link connection.

» General Settings

Primary Link | WWAN1 @
Backup Link | WWAN2
Backup Mode |:Cold Backup @
Revert Interval | 0 | @
Emergency Reboot Cm @

General Settings @ink Manage

Item Description Default

Primary Link Select fromdMWWANZE, AWWANZ, AWANE or AWLAN. WWANL
- WWANL: Select to mak&IM1 as the@rimarywireless link

WWAN: Select to mak&IM2 as thgrimarywireless link

WAN: Select to make WAEthernetport as theprimarywired link

Note: WAN link isavailableonly if enable ethO as WAN port in

Interface > Ethernet > Ports > Port Settings

WLAN: Select to make WLAN as the primary wireless link

Note: WLAN link is available only if enable WiFi as Client mode, plea

refer t03.10 Inteface > WiFi

BackupLink { St S O (Nong NI\WANG ¢ \BWWANE, AWANE or GWLAN. WWAN2
None Do not selecanybackuplink

WWANL: Selectto make SIM1 as backup wireless link

WWAN2: Selecto make SIM2 as backup wireless link

WAN: Select to make WABthernetport as the backup wired link
Note: WAN link isavailableonly if enable ethO as WAN interface in
Interface > Ethernet > Ports > Port Settings

WLAN: Select to make WLAN as the backup wireless link

Note: WLAN link is available only if enable WiFi as Client mode, plea
refer t0 3.10 Interface > WiFi

Backup Mode Select fromiCold Backuf) dWarm Backugpor édLoad Balancirg Cold
ColdBackup: The inactive link is offline on standby Backup
WarmBackup: Thenactive link is online on standby

Note: Warm backup mode is not available for dual SIM backup.
Load Balancing: Use two links simultaneously

Revert Interval Specify the number of minutes that elapses before the primary link is 0
checked if a bdaip link is being used in cold backup mode. 0 means disg
checking.

Note: Revert interval isivailableonly under the cold backup mode.

Emergency Reboot | Click the toggle button to enable/disable this option. Enablestmoot the OFF
whole system if ndinks available.
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Note: Clik(® for help.

Link Settingsallows you to configure thparametes of link connection, including WWAN1/WWAN2, WAN and WLAN.
It is recommended to enablRingdetection to keephe router always onlineThePingdetectionincreases the
reliability and also costhe data traffic.

Index Type Description Connection Type
1 WWAN1 DHCP [
2 WWAN2 DHCP 2
3 WAN DHCP =
+ WLAN DHCP =

Clik [#] on the rightmost of WWAN1/WWAN?2 to enter the configuration window.

WWAN1/WWAN2

» General Settings

Index [1 ]

Type [WwAN1

Description [ ]

The window is displayed as below when enablingdhgtomatic APN Selectiémption.

» WWAN Settings
| Automatic APN Selection m:] |

Dialup Number ["’99"”‘”’1# ]

Authentication Type [Auto

Aggressive Reset m:] @
Switch SIM By Data Allowance Cm @

Data Allowance [G ] @

Billing Day [1 ]@

|
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The window is displayed as below when disablingdhigomatic APN Selectiémption.
~ WWAN Settings

Automatic APN Selection Cm

APN [internet J

Username | ]
password | |

Dialup Number [ *g9**=1= ]
Authentication Type [Auto

Aggressive Reset m:] @
Switch SIM By Data Allowance Cm @

Data Allowance [O ] @

Billing Day [1 ]@

I

» Ping Detection Settings

Enable m:]

Primary Server

8.8.8.8

Secondary Server 114.114.114.114

Interval 300

Timeout 3

ORONONY)

Max Ping Tries 3

N ) W R R ) W D W D S

[
[
[
Retry Interval [5
[
[

» Advanced Settings

NAT Enable m:]

10000

@

Upload Bandwidth

Download Bandwidth 10000

Overrided Primary DNS

— Ty o
)

Overrided Secondary DNS

Debug Enable

Verbose Debug Enable Cm

Link Settings (WWAN)

Item Description Default
General Settings
Index Indicate the ordinal of the list. -
Type Show hetype of the link WWAN1
Description Enter a description for this link. Null
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Link Settings (WWAN)

ltem Description ‘ Default
WWAN Settings
Automatic APN Click the toggle button to enable/disable thAutomatic APN Selectien | ON
Selection option. After enabling, the device will recognize the access point name
automatically. Alternatively, you can disable this option and manually g
the access point name.
APN Enter theAccess Point Nanfer cellular dialup connection, provided by | internet
locd ISP.
Username Enter the wsemame forcellular dialup connection, provided by local ISP] Null
Password Enter the mssword for cellular dialp connection, provided by local ISP.| Null
DialupNumber Enter the dalup number for cellular dialp connection, provided by local | *99***1#
ISP.
Authentication Type | Select fromix ! dzii 2 € @ & & t las the local ISP required. Auto
Switch SIM By Data | Click the toggle button to enable/disable this option. After enabling, ity OFF
Allowance switch to another SIM whethe datalimit reached.
Note: Only usal for dual SIM backup.
Data Allowance Set the monthly data traffic limitatiorThe system will record the data 0
traffic statistics when data traffic limitation (MiB) is specifiétie traffic
record will be displayed imterface > Link Manager > StatusA/WAN
Data Usage Statistic® means disable data traffic record.
Billing Day Joecify the monthly billing day The data traffic statistics will be 1
recalculated from tht day.
Ping Detection Settings
Enable Click the toggle button to enable/disable the pitgtectionmechanism, a | ON
keepalivepolicy of the router.
Primary Server Router will ping thiprimaryaddress/domain name to check that if the | 8.8.8.8
current connectivity isictive.
Secondary Server Router will ping thisecondaryaddress/domain name to check that if the| 114.114.11
current connectivity is active. 4114
Interval Set the ping interval 300
Retry Interval Set the ping retry intervalWhen ping failed,he router will ping again 5
every retry interval.
Timeout Set the ping timeout. 3
Max Ping Tries Set the max ping trieSwitch to another link or take emergency action iff 3
the max continuous ping tries reached.
Advanced Settings
NAT Enable Click thetoggle button to enable/disable the Network Address Translatii ON
option.
Upload Bandwidth Set the upload bandwidth used fQoS measured irkbps 10000
Download Bandwidth | Set the download bandwidth used fQoSmeasured irkbps 10000
OverridedPrimary Override primary DNS will override the automatically obtained DNS. | Null
DNS
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Link Settings (WWAN)

ltem Description Default

Overrided Secondary | Override secondary DNS will override the automatically obtained DNS| Null
DNS

Debug Enable Click the toggle button to enable/disable this option. Heabr debugging | ON
information output.

Verbose Debug Enabl| Click the toggle button to enable/disable this option. Enable for verbos¢ OFF
debugging information output.

WAN

Router will obtain IP automatically from DHCP server if cho@BhtCR as connection type. The window is
displayed as below.

Link Manager

» General Settings

Index

[

Type [WAN
|.
|

Description

| Connection Type

» General Settings

Index

[ |
Type [waN

|.

|

Description

Connection Type

» Static Address Settings

IP Address

Primary DNS

|
Gateway |
|
|

Secondary DNS
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The window is displayed as below when choosiPBPoEas the connection type.

» General Settings

Index

Type

Description

Connection Type

 PPPoE Settings

Username

Authentication Type

[
Password |
[
[

PPP Expert Options

» Ping Detection Settings @

enable [BF )
Primary Server [8 8.8.8 ]
Secondary Server [114.114.114.114 ]
Interval [300 ] ®@
Retry Interval [5 ] ®@
Timeout [3 ] ®@
Max Ping Tries [3 ] ®@

» Advanced Settings

NAT Enable m:]
MTU [1500 ]
Upload Bandwidth [10000 ] ®@
Download Bandwidth | 10000 ]
Overrided Primary DNS | ]
Overrided Secondary DNS | ]
Debug Enable m:]
Verbose Debug Enable Cm
Link Settings (WAN)
Item Description Default
General Settings
Index Indicate the ordinal of the list. -
Type Show hetype of the link WAN
Description Enter a description for this link. Null
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Connection Type Select fromdDHCE, dStati& or dPPPo& ‘ DHCP
Static AddressSSettings
IP Address Set the IP address witdetmaskwhich can access the internet. Null
IP address witiNetmask, e.g. 192.168.1.1/24
Gateway Set the gateway of the IP address in WAN port. Null
Primary DNS Set the primary DNS. Null
Secondary DNS Set thesecondary DNS. Null
PPPOE Settings

Username Enter the username provided by yolnternet Servicd’rovider Null
Password Enter the password provided by yolmternet Service Provider Null
Authentication Type { St SOG FTNRBYora) pdieé = atliks 20 f|Auto
PPP Expert Options Enter the PPPxpert options used for PPPoE dial¥fou can enter some | Null

other PPRiial stringdn this field. Each string can be separated by a
semicolon.

Ping Detection Settings

Enable

Click the toggle button tenablddisablethe ping detectionmechanism, a|
keepalivepolicy of the router.

ON

Primary Server

Router will ping thiprimaryaddress/domain name to check that if the
current connectivity is active.

8.8.8.8

Secondary Server Router will ping thisecondaryaddress/domain name to check that if th¢ 114.114.1
current connectivity is active. 14.114
Interval Set the ping interval 300
Retry Interval Set the ping retry intervalWhen ping failed, the router will ping again | 5
every retry interval.
Timeout Set the ping timeout. 3
Max Ping Tries Set the max ping trieSwitch to another link or take emergency action | 3
the max continuous ping tries reached.
Advanced Settings
NAT Enable Click the toggle button to enable/disable the Network Address Translg ON
option.
MTU Enter the Maximum Transmission Unit. 1500
Upload Bandwidth Enter the upload bandwidthaed for QoSneasured irkbps 10000
Download Bandwidth Enter thedownload bandwidth sed for QoSneasured irkbps 10000
Overrided Primary DNS| Override primary DNS will override the automatically obtained DNS. | Null
Overrided Secondary | Override secondary DNS will override the automatically obtained DN§ Null
DNS
Debug Enable Click the toggle button toreablgdisable this option. Enable fatebugging| ON
information output.
Verbose Debug Enable | Click the toggle button to enable/disable this option. Enable for verbog OFF
debugging information output.
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WLAN

Router will obtain IP automatically from the WLAN AP if choa$dttCR as the connection typelhe specific
parameter configuratiorof SSIDs shown as below.

Link Manager

» General Settings

Index

Description

[
Type [WLAN

[

[

| Connection Type

~ WLAN Settings

SSID [Robustel ]

Connect to Hidden SSID Cm

Password [nnnn ]

The window is displayed as below when choosBtiE as the connection type.

» General Settings

Index

Type

[
[

Description | J
[

| Connection Type

v WLAN Settings

» Static Address Settings

IP Address

Gateway

[
[
Primary DNS [
[

Secondary DNS

R3000Routker does not support th®PPoBVLAN Connection Type.
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» Ping Detection Settings @

Primary Server | 8.8.8.8 |

Secondary Server |114.114.114.114 |

Interval |j3oo | @
Retry Interval |5 | @
Timeout |3 | ®
Max Ping Tries | 3 | @

» Advanced Settings
NAT Enable m:]

MTU {1500

Upload Bandwidth | 10000

Overrided Primary DNS

|
|
Download Bandwidth | 10000 |
|
Overrided Secondary DNS |

Debug Enable

|
|
Verbose Debug Enable Cm

Link Settings (WLAN)

Item Description Default
General Settings

Index Indicate the ordinal of the list. --

Type Show hetype of the link WLAN

Description Enter a description for this link. Null

Connection Type Select fromdDHCE or dStatic. DHCP
WLAN Settings

SSID Enter a 132 characters SSID which your router wantsdganect SSID router

(Service Set Identifier) is the name of your wireless network.

Connect to Hidden SSII Click the toggle button to enable/disable this optihenrouter works | OFF
as Client mode and nestb connect any access point which Hadden
SSID, you need &nable this option.

Password Enter an 863 characters password of the access point wiytr router | Null
wants to connect.

Static Address Settings

IP Address Enter the IP addressith Netmaskwhich can access the Internet Null
e.g. 192.168.1.1/24
Gateway Enter the IP address of WiFi AP. Null
Primary DNS Set the primary DNS. Null
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keepalivepolicy of the router.

Secondary DNS Set the secondary DNS. | Null
Ping Detection Settings
Enable Click the toggle button tenablddisablethe ping detectionmechanism, a| ON

Primary Server

Router will ping thigprimaryaddress/domain name toheck that if the
current connectivity is active.

8.8.8.8

information output.

Secondary Server Router will ping thisecondaryaddress/domain name to check that if thg 114.114.1
current connectivity is active. 14.114
Interval Set the ping interval 300
Retry Interval Setthe ping retry intervalWhen ping failed, the router will ping again | 5
every retry interval.
Timeout Set the ping timeout. 3
Max Ping Tries Set the max ping tries. Switch to another link or take emergency actio| 3
the max continuous ping tries reached.
Advance Settings
NAT Enable Click the toggle button to enable/disable the Network Address Translg ON
option.
MTU Enter the Maximum Transmission Unit. 1500
Upload Bandwidth Enter the upload bandwidthsed for QoSneasured irkbps 10000
Download Bandwidth | Enter the download bandwidthaed for QoSnheasured irkbps 10000
Overrided Primary DNS | Override primary DNS will override the automatically obtained DNS. | Null
Overrided Secondary Override secondary DNS will override thdomatically obtained DNS. Null
DNS
Debug Enable Click the toggle button to enable/disable this option. Enable for debug{ ON

Verbose Debug Enable

Click the toggle button to enable/disable this option. Enable for verbos
debugging infomation output.

OFF

Status

This page allows you to view the status of link connection and clear the monthly data usage statistics.

Status

Link
1 WWAN1
2 WWAN2

Index

Status

Connected

IP Address
10.122.74.11..

Uptime
0 days, 01:03:29

Disconnected

Click the rightmost buttonnto select the connection status of the current link.
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Click the row of the link, and it will show the detaiformation of the current link connection under the row.

o

 Link Status see
Index Link Status Uptime IP Address
1 WWAN1 Connected 0 days, 01:03:29 10.122.74.11..
Index 1

Link WWAN1
Status Connected
Interface wwan
Uptime 0 days, 01:03:29
IP Address 10.122.74.11/255.255.255.248
Gateway 10.122.74.9
DNS 210.21.4.130 221.5.88.88
RX Packets 42
TX Packets 46
RX Bytes 2062

TX Bytes 3568

2 WWaAN2 Disconnected

»~ WWAN Data Usage Statistics

WWAN1 Monthly Stats
WWAN2 Monthly Stats

Click the [ELEg button to clear SIM1 or SIM2 monthiiata trafficusage statisticsDatastatisticswill be displayed

only if enable the Data Allowance functionlimerface > Link Manager > Link Settings > WWAN Settings > Data
Allowance

|
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3.7 Interface > LAN

This section allowgouto set the related parameter®or LAN port. There are two LAN ports on BB®Router,
including ETHO and ETHhe ETH@nd ETHZtan freely choose from larénd lan] but at least one LAN port must
be assigned as lanThe default settings of ETHO and ETH1law®andtheir defaultiPare
192.168.0.1/255.255.255.0.

LAN

By default, there is a LAN port (lan0) in the Tst.begin adding a new LAN port (lanl), please configure ETHO or ETH1
as lani first irEthernet > Ports > Port Setting®therwise, the operation will be prompted ékist is fuld.
LAN Multiple IP VLAN Trunk Status

» Network Settings

Netmask

Index Interface IP Address

1 lan0 172.16.24.24 255.255.0.0

Note: LanO cannot baleleted.

You may clic4to add a new LAN port, or diXto delete the current LAN port. Now, d [#] to edit the
configuration of the LAN port. Theaximumcount is 2.

» General Settings

Index [1

IP Address | 172.16.24.24

Netmask |255.255.0.0

Interface [IanD
ﬁ|
ﬁ|
ﬁ|

MTU | 1500

General Settings
Item Description Default
Index Indicate the ordinal of the list. --
Interface Show the editing portLanl is available only if it was selected by one of --
ETH~ETH in Ethernet > Ports > Port Settings
IPAddress | Setthe IPaddress of theLAN port 192.168.0.1
Netmask Setthe Netmask of th&t.AN port 255.255.255.0
MTU Enter the Maximum Transmission Unit. 1500
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The window is displayed as below when choosiBervet as the mode.

~ DHCP Settings

Enable m:]

Mode | Server

IP Pool Start | 192.168.0.2

IP Pool End | 192.168.0.100

Subnet Mask | 255.255.255.0

» DHCP Advanced Settings

Primary DNS

Secondary DNS

|
|
|
WINS server | |
|
|
|

Lease Time 120 | @
Static lease | @
Expert Options | @

Debug Enable Cm

The window is displayed as below when choosiRglag as the mode.

»~ DHCP Settings

Mode | Relay

DHCP Server For Relay | |

~ DHCP Advanced Settings

Debug Enable Cm

LAN
Item Description Default
DHCP Settings
Enable Click thetoggle button to enable/disable the DHCP function. ON
Mode Select fromiServe€ or oRelay. Server

Server: Lease IP address to DHCP clients Wwhighbeen
connecedto LAN port

Relay:Router can be BCHRelay, which will provide a relay
tunnel to solve problem that DHCP Client and DHCP Server i
in a same subnet

IP Pool Start Define the beginning of the pool of IP addresses whichoeilkased | 192.168.0.2
to DHCP clients.
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LAN

ltem Description Default

IP Pool End Define the end of the pool of IP addresses whichheileasel to 192.168.0.100
DHCP clients.

Subnet Mask Define thesubnetmaskof IP address obtained BYHCP clients from | 255.255.255.0
DHCP server.

DHCP Server for Relal Enter the IP address of DH&Ry server. Null

DHCP Advanced Settings

Gateway Define the gtewayassigned by the DHCP server to the clients, whi Null
must be on the same network segment with DHCP address pool.

Primary DNS Define the primary DNS server assigned by the DHCP sether Null
clients.

Secondary DNS Define the secondary DNS server assigned by the DHCP server t¢ Null
clients.

WINS Server Define the Windows$nternet Naming Servicabtained by DHCP Null
clients from DHCP sever.

LeaseTime Setthe leasetime which the client can use the IP address obtained| 120
from DHCP servemeasured in seconds.

Static lease Bind a lease to correspond an IP address via a MAC address. Null
format: mac,ip;mac,ip;..., e.g. FF:ED:CB:A0:98:01,192.168.0.200

Expert Options Entersome other options of DHCP server in this field. Null
format: configdesc;configdesc, e.g. loglhcp;quietdhcp

Debug Enable Click the toggle button to enable/disable this option. EnableXeiCP | OFF
information output.

Multiple IP

- Multiple IP Settings

Index Interface IP Address Netmask +
1 lano 172.16.24.24 255.255.0.0 # X

You may clic<=to add a multiple IP to the LAN port, or k Xto delete the multiple IP of the LAN port. Now, klic
[# to edit the multiple IP of the LAN port.

» IP Settings

Index [1

IP Address | 172.16.24.24

J
Interface [IanO
ﬁ|
ﬁ|

Netmask |255.255.0.0

RT_UG_R3000_v.421. Oct23, 2019 48/147
Confidential



Robustel GoRugged R3000 User Guide @ r@bUStel

IP Settings

ltem Description Default
Index Indicate the ordinal of the list. --
Interface Show the editingort, read only. -

IP Address St the multiple IPaddress of the LAN part Null
Netmask Set the multiple Netmask of the LAN port. Null

VLAN Trunk
Index Enable Interface VID IP Address Netmask + |

Clikk 4= to add a VLANChe maximuntountis 8.

VLAN Trunk

- VLAN Settings

Index [1 ]
Enable m:]
Interface |:Ian0
VID | 100 |
IP Address | |
Netmask | |
VLANTrunk
Item Description Default
Index Indicatethe ordinal of the list. --
Enable Click the toggle button to enable/disable this VLENable to make router can | ON
encapsulateand deencapsulate the VLAN tag
Interface Choose the interface which wants to enable VLAN trunk function. Select fron lanO
danCe or danl€ depends on your ETHOMWAETH® corresponding LAN port.
VID Set thetag ID of VLAN and digitem 1 to 4094 100
IP Address Set the IP addressf VLAN port. Null
Netmask Set the Netmaskf VLAN port. Null
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Status

Thissectionallows you to viewhe status of LAN connection.

LAN Multiple IP VLAN Trunk Status

- Interface Status

Index Interface IP Address MAC Address
1 land 172.16.24.24/255.... 34:FA:40:07:38:91

- Connected Devices

Index IP Address MAC Address Interface Inactive Time
1 172.16.5.76 D0:50:99:4D:F9:35 lan0 Os

~ DHCP Lease Table
Index IP Address MAC Address Interface Expired Time

Click the row of status, the details status information will be display under the row. Please refer to the screenshot
below.

» Interface Status

Index Interface IP Address MAC Address
1 lan0 172.16.24.24/255.... 34:FA:40:07:38:91
Index 1

Interface lan0
IP Address 172.16.24.24/255.255.0.0
MAC Address 34:FA:40:07:38:91
RX Packets 191624
TX Packets 2010
RX Bytes 16406167

TX Bytes 1812605

3.8 Interface >Ethernet

This section allows you to set the related paramefersEthernet. There are two Ethernet ports 88000 Router,

including ETHO and ETH1. The ETHO on the router can be configured as either a WAN or a LAN port, while ETH1 ¢

only be configured as a LAN port. By default, ETHO and ETHh@rand tleir IPare 192.168.0.1/255.255.255.0.

Since lan0 must be assigned to one port and WAN port must be assigned to the ETHO, there are four configurations

You can choose the appropriate configuration to fit your current needs. The specific port configurationsvane sho
below.

~ Port Settings

Index Port Port Assignment
1 etho lano =
2 ethl lano =
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» Port Settings

I

Index Port  Port Assignment
1 etho lano #
2 ethl lan1 #

» Port Settings

I

Index Port  Port Assignment
1 etho lan1 #
2 ethl lano #
Index Port Port Assignment
1 etho wan E
2 ethl lano =

This section introduces you to set the parameters of the WAN port.

Ports

| st
©)

- Port Settings

Index Port  Port Assignment
1 etho wan E
2 eth1 lano #

Clik [# button of ethO to configure its parameters. The port assignment can be changed by selecting from the drop
down list.

- Port Settings

Index (1 |
port [etho
Port Assignment [wan @
Port Settings
Item Description Default
Index Indicate the ordinal of the list. --
Port Show the editing port, read only. --
Port Assignment Choose the Ethernet pa&type, as a WAN port or a LAN port. When setting the lan0
port as a LAN port imterface > LAN > LAN > Network Settings > Gerfeedtings
you can click the dropown list to select frondlanCe or danlg.
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This column allows you to view the status of Ethernet port.

e Ry

Index Port Link
1 etho Down
2 ethl Up

Click the row of status, the details status information will be display under the row. Please refer toethieshot
below.

» Port Status

Index Port Link

1 etho Down

2 ethl Up
Index 2
Port ethl
Link Up

3.9 Interface > Cellular

This section allowgouto set therelated parameters o€ellular.The R3000 Router has two SIM card slots, but do not
support two SIM cards online simultaneously due to its singbelule design. If insert single SIM card at the first time,
SIM1 slot and SIM&otsare available.

Cellular Status AT Debug

 Advanced Cellular Settings

Index SIM Card Phone Number Network Type Band Select Type

1 SIM1 Auto All #
2 SIM2 Auto All [#

Clik [# of SIM 1to edit the parameters.

» General Settings

Index [1

]
SIMCard [SIM1
]
)
)
J

Phone Number [

PIN Code

ONONO)

[
Extra AT Cmd [
[

Telnet Port
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CKS G6AYR26 A& RAELI I 8ASHE adthe neovbrktgns. 6 KSy OK224A Yy 3

» Cellular Network Settings

Network Type [Auto @

Band Select Type [AII @

» Advanced Settings

Debug Enable m:]
Verbose Debug Enable Cm

CKS 6AYR26 A& RAALI I eH&ifg 3l Dabisebotyps.K Sy OK22 4 Ay 3

A Cellular Network Settings

Network Type

-

Auto ®
Specify @

—

Band Select Type

- Band Settings

GSM 850

GSM 900

GSM 1800

GSM 1900

WCDMA 850

WCDMA 900

WCDMA 1900

WCDMA 2100

LTEBand 1

LTE Band 2

LTE Band 3

LTE Band 4

LTE Band 5

LTE Band 7

LTEBand 8

LTE Band 20

LEEPERREERETEE

A Advanced Settings

Debug Enable

Verbose Debug Enable

1y

o

o

Cellular
Item Description Default
General Settings
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Cellular
ltem Description Default
Index Indicate theordinal of the list. --
SIM Card Set the currently editing SIM card. SIM1
Phone Number | Enter the phone number of the SIM card. Null
PIN Code Enter a 48 characters PIN code used for unlocking the SIM. Null
Extra AT Cmd Enter theAT commands used faellular initialization. Null
Telnet Port Specify thePort listeningof telnet service, used for AT over Telnet. 0

Cellular Network Settings

Network Type Selectfromi ! dzi2é X auD hyfé&éX aGuHD CANAGGE| Auto
CANBGE @

Auto: Connect to the begtignalnetwork automatically

2G Only: Only the 2G network is connected

2G First: Connect to the 2G Netwgmteferentially

3G Only: Only the 3G network is connected

3G First: Connect to the 3G Netwgmteferentially

4G Only: Only the 4G network is connected

4G First: Connect to the 4G Netwagnieferentially

Band Select Type| Select fromx ! brid § LIS FduT@yehdose certain band$ choosing All
OSpecify.

Advanced Settings

Debug Enable Click the toggléutton to enable/disable this option. Enable for debugging ON
information output.

Verbose Debug | Click the toggle button to enable/disable this option. Enable for verbose OFF
Enable debugging information output.

This section allows you to view the statfghe cellular connection.

" coniar [N AT Dobus

Index Modem Status Modem Model IMSI Registration
1 Ready ME909s-120 460066559097705 Registered to home network
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Click the row of status, the details status information will be displayed under the row.

Index Modem Status Modem Model
1 Ready ME909s-120

Index

Modem Status
Modem Model
Current SIM

Phone Number

IMSI

ICCID
Registration
Network Provider
Network Type
Signal Strength
Bit Error Rate
PLMN ID

Local Area Code
Cell ID

IMEI

Firmware Version

IMSI Registration
460066559097705 Registered to home network

:
Ready
ME909s-120

SIM1

460066559097705
89860616090062456452
Registered to home network
CHN-UNICOM

LTE

25 (-63dBm)

99

46001

2507

06074702
867377020253088

11.617.01.00.00

@ rcbustel

Status
Item Description
Index Indicate the ordinal of the list.
Modem Status Shaw the status of the radio module.
Modem Model Show themodelof the radio module.
Current SIM Show the SIM carthat yourrouter is using.

Phone Number

Show the phone number of the current SIM.
Note: This option will be displayed if enter manuatyCellular> Advanced Cellular
Settings> SIM1/SIM2> GeneralSettings >Phone Number

IMSI Show the IMSI number of the current SIM.

ICCID Show the ICCID number of the current SIM.

Registration

Show the current networktatus

Network Provider

Show the name of Network Provider.

Network Type

Show thecurrent network service type, e.g. GPRS.

Signal Strength

Show the signal strength detected by the mobile.

Bit Error Rate

Show the current bit error rate.

PLMN ID

Show the current PLMN ID.

Local Area Code

Show the current local area code used for identifying different area.
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Status
ltem Description
CelllD Show the current cell ID used flmcating the router.
IMEI Show the IME({International Mobile Equipment Identity)Jumber of the radio
module.
Firmware Version Show thecurrent firmware version of the radio module.

This page allows you to check the AT Debug.

» At Debug

Command
|ﬁ ﬁ|
Result

£

AT Debug
Item Description Default
Command Enter the AT command that you want to send to cellular module in this Null
text box.

Result Show the AT comman@sponded by cellular module in this text box. Null
| send | Click the button to send AT command. -

3.10 Interface > WiFi

This section allows you to configure the parameters of two WiFi modes. Router supports either WiFi AP mode or
Client mode, and default as APde.
Note: Need to reboot to make configuration take effect if switching the AP and Client mode.

WiFi AP

Configure Router as WiFi AP
Clickinterface > WiFi > WiFselectdAR as the mode and cliaddSubmit.

WiFi Access Point ACL Status

» General Settings

Mode [AP ®@

Region |:SE | @

Note: Please remember to clickave& Apply > Reboot after finishthe configuration, so that the configuration can
be took effect.
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Click theAccess Pointolumn to configure the parameters of WiFi AP. By default, the security mode is set as
oDisabled.

» General Settings

Band

Bandwidth

[

[
Channel [Auto

[

SSID

Broadcast SSID m:]

Security Mode [ Disabled ®
RTS/CTS Threshold [2346 ] @
Transmit Rate [ Auto

Debug Level |none

The window is displayed as below when sejtilVPA as the security mode.

» General Settings

Band

Bandwidth

[

[
Channel [Auto

[

SSID

Broadcast SSID m:]

Security Mode [ WPA ®
WPA Version [Auto
Encryption  [Auto @
PSK Password [ ] @
Group Key Update Interval | 3600 ]
RTS/CTS Threshold [2346 ] @)
Transmit Rate [ Auto
Debug Level |none

|
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The window is displayed as below when setiMgER as the security mode.

» General Settings

Band [2.4G
Bandwidth |:2OMH2

Channel | Auto

@

SSID | router

o~ B

Broadcast SSID

Security Mode | WEP @ |
WEP Key | | ®
RTS/CTS Threshold | 2346 | @
Transmit Rate | Auto
Debug Level |:none

@ rcbustel

General Settings @ Access Point

ltem Description Default
Enable Click the toggle button to enable/disable the WiFi access point option. OFF
Band Choose fron2.4G or (6. 2.4G
Bandwidth Select fromi20MHZ, ¥OMHZ. 40 MHz channel width provides twice the da 20MHz
rate available over a single 20 MHz channel.
Channel Select the frequency channel, incinda ! dzii 2 ¢ = G 8£ X G H é X Auto
Auto: Pouter will scan all frequencchannelsuntil the best one is found
1~13: Router will be fixed to work with this channel
Following are thdrequencyof 1~ 13 channel.
1:2412 MHz
2:2417 MHz
3:2422 MHz
4. 2427 MHz
5:2432 MHz
6:2437 MHz
7:2442 MHz
8:2447MHz
9:2452 MHz
10:2457 MHz
11:2462 MHz
12:2467 MHz
13:2472 MHz
SSID Enter the Service Set Identifier, the name of your wireless netwidrk.SSID o] router
a client and the SSID of the AP must be identical for the client and AP to b
able tocommunicate with each otheEnterl to 32 characters.
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General Settings @ Access Point

ltem Description Default

Broadcast SSID Click the toggle button to enable/disable the SSID being broadcast. When| ON
enabled, heclient can scan your SSID. When disabled, the client cannot s
your SSID. If you want tornect to the router AP, you need toanuallyenter
the SSID of router AP at WiFi client side.

Security Mode Select froméDisabled, AWPA or AWER. Disabled
- Disabled: User can access the WiFi without the password when disab

security

Note: It is strongly recmmended for security purposes that you do not

choose this kind of mode.

WPA:Include WPA and WPAZBonal version of WPA (WiFi Protected

Access), also known as WPA/WP3K (PrShared Key), provida simple

way of encrypting a wireless connection for high confidentiality

WEP: Wired Equivalent Privacy provides encryption for wireless @vic

data transmission.

WPA Version Select fromdAutog, AWPA or AWPAZ. Auto
Auto: Routerwill choose automatically the most suitable WPA version
WPAZ2 is a stronger security feature than WPA

Encryption Select fromdAutog, ATKIR or GAES. Auto
Auto: Router will choose automatically the most suital@acryption
TKIP: Temporal Key Integrity Protocol (TKIP) encrypties awvireless
connection TKIP encryption can be usied WPAPSK and WPA with
802.1x authentication.

Note: It's not recommended to use TKIP encryption in 802.11n mode.
AES: AEShcryptionuses awirelessconnection AEScan be usedor
WPAPSK and WPA with 802.1x authenticatid&S is a stronger
encryption algorithm than TKIP

PSK Password Enter the Pre share key passwovdhenrouter works as AP mode, enter Null
Master key to generate keys for eyption. APSK Passwoid used as a basis
for encryption nethods (or cipher types) in a WLAN connection. PB&
Passwordshould be complicated and as long as possible. For security reas
this PSK Passwoshould only be disclosed to users who neeaiitg it should
be changed regularl¥Enter8 to 63 characters.

Group Key Update | Enter the time period of group key renewal. 3600
Interval
WEP Key Enter the WEP key. The key length should be 10 or 26 hexadecimal digits| Null

depending on which WEP keyused, 64 digits or 128 digits.

RTS/CTS Threshol| Specify the RTS (request to send) threshold or CTS (clear to send) thresh( 2346
digits from 256 to 2346. The router AP will never send the signal before

sending out data if setting the RTS threshadd2847, and the router AP will
sendthe signal once it sending out data if setting the RTS threshold as 0.

Transmit Rate Set the transmit rate. You can choose Auto or speciiaasmit Rate Auto
Debug Level Select fromiverbose, cdebug, dinfo€, onoticeg, dwarninge or GNoneg. none
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i Access poia T - 0

enableact [ [Nl
ACL Mode [Accept @

» General Settings

» Access Control List

Index Description MAC Address +

Clicl<=to add a MAC address to the Access Control Thet.maximumcount for MAC address is 64.

» Access Control List

Index [1 ]

Description [ ]

MAC Address [ ]

ACL
ltem | Description Default
General Settings
Enable ACL Clickthe toggle button toenable ACL (Access Contrigt)option. OFF
ACLMode { St SOlcceptiR5 Sy e ¢ Accept

Accepty hyfeé (GKS LI O1Sia FAGOUAY
[AaG¢ OFry 0SS Itf26SR
58yey !ff GKS LI O1SGa FAGAGAY
[Aad¢ gAff 0SS RSYASR
Note: Router can only allow or deny devices which are included in
G! 00Saa /2yaNet [Aale G 2yS i

Access Control List

Index Indicate the ordinal of the list. -
Description Enter a description for this access control list. Null
MAC Address Add a MAGddress here. Null

This section allows you to view the status of AP.

i ncces poin m e

Status COMPLETED

SSID R3000

MAC Address 34:FA:40:08:6A:B5

A Associated Stations
Index MAC Address IP Address Name Connected Time
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WiFiClient

Configure Router as WiFi client
Clickinterface > WiFi > WiFselectdClien€ as the mode and cliadSubmit > Save & Apjgly

we

A General Settings

Mode [Client @
Region [SE ]@

And then adWLAN column will appear undethe Interface list.
e

Status

» General Settings

Interface zi @

LAN
Ethemet
Cellular
WiFi
WLAN

Clickinterface > Link Manager > Link Settingsd click the edit button of WLAN, then configure the related
parameters of WLAN.

SSID [ Robustel ]
Connect to Hidden SSID Cm
Password [nnnn ]

Clickinterface > WLANo configure the parameters of WiFi Client after setting the mode as Chézdse remember
to clickSave& Apply > Reboot after finish the configuration, so that the configuration cantbek effect

A WLAN Status

Status Connected
Uptime 0 days, 00:00:01
IP Address 172.20.10.2/255.255.255.240
Gateway 172.20.10.1
DNS 172.20.10.1

MAC Address 00:23:a37:a4:15:60
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A Link Status

Signal -65 dBm
Noise 0 dBm

Link Quality 70/80

~ WPA Status

WPA State COMPLETED
Frequency 2.462 GHz
BSSID fe:2b:2a3:84:79:8f
SSID Chen
Mode station
Key Management WPA2-PSK
Pairwise Cipher CCMP

Group Cipher CCMP

This window allows you to scan for all the aval#aSSIDs in your area andlclane of those shown on théScan
Results list.

» Scan Results (LD
Index SSID MAC Address Frequency Signal

» Scan Results

Index SSID MAC Address Frequency Signal
1 Chen FE:2B:2A:84:79:8F 2462 61 dBm
2 appapp 68:A0:F6:E4:DF: 1B 2427 65 dEm

3.11 Interface > USB

This section allows you to set thiSBparameters.The USB interface of the router can be used for firmware upgrade
and configuration upgrade.

Enable Automatic Firmware Updating m:]

General Settings @SB

» General Settings

Item Description Default
Enable USB Click he toggle button tcenabléddisablethe USBoption. ON
Enable Automatic Click the toggle button to enable/disable this optionaBle to automatically | ON

Firmware Updating update the firmware othe routerwhen inseringa USB storage deviagith a
router firmware.

RT_UG_R3000_v.421. Oct23, 2019 62/147
Confidential



Robustel GoRugged R3000 User Guide @ r@bUStel

Router has the key for USB automatic update. User can generate the key in this page.

B«

USB Automatic Upgrade Key

Key
Item Description Default
USB Automatit/pdate | Clid [Eintg to generate a key. -
Key

3.12 Interface> DI/DO

This section allows you to set tid/DOparametersDigitallnput and Digital Output are the specific interfaces for
R3000. The DI interface can be usedtifiggeringalarm, while the DO can be used for controlling the slave device so
as to realize redlime monitoring.

o

Status

Index Enable Mode Inversion
1 false ON-OFF false #
2 false OM-OFF false E

Click the rightmost [#] button of index 1 as below. The default mod@&@N-OFE.

» General Settings

Index [ 1 ]

Enable OFF

Mode| [ON-OFF n

Inversion OFF

Alarm On Content [Alarm on l

Alarm Off Content [Alarm Off l

CKS G6AYR26 A& RAALI I eCHintek atheinde2 ¢ o6 KSy OK22aAy3I
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- General Settings

Index [ 1 ]

Mode [Counter n

Inversion OFF

Threshold Value [ 0 l

Alarm On Content [Alarm on l

Alarm Off Content [Alarm Off l

Couomis J_coee |

@ rcbustel

General Settings @I

ltem Description Default

Index Indicate the ordinal of the list. -

Enable Clickthe toggle button to @eabledisablethis DI. OFF

Mode { St S ODNF GBrCodnteg ® ONOFF

ON-OFFDI interface support ON and OFF mode (high orléwel electrical
trigger DI alarm. The mode default to ON, and OFF moaleaitableonly
when enabling the inversion feature

ONt Under this mode, DI alarm status will be triggered to ON when DI
interfaceopen from GNDr input a high level electricéllogic 1) on the
contraryDI alarm status will be trigged to OFF whrinterfaceconnect to
GND or input dow level electrical (logif)

OFFR Under this mode, DI alarm status will be triggered to ON wben
interface connect to GND or input a low level electrical (logio®jhe
contrary DI alarm status will be trigged to Q#fen DI interface pen from
GNDor input a high level electric@logic 1)

Counter Event counter mode

Inversion Click the toggle button to enable/disable this optidnable to set DI mode as OF OFF
mode.

Threshold Value | Set the threshold valdt will trigger alarm whemventcounter reaches this figure.| Null
After triggering alarm, DI will keep counting but not tegglarm againEnter0 to
65535digits. (O=will not trigger alarm)

Note: This option is onlywvailable when DI undeghe éCounte¢ Y2 RS @&
AlarmOn Content| When the alarm is on, show its content. Alarm
On
Alarm Off Whenthe alarm is off, show its content. Alarm
Content Off
Note: It defaults as high alarm, while turns to low alarm after enablingitheersiort button.
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o

» DO Settings

Index Enable Alarm On Action  Alarm Off Action Initial State Alarm Source
1 false High Low Last DI1 Alarm E
2 false High Low Last DI1 Alarm E

Clik [#] to enter the DO configuration window.

» General Settings

Alarm Source

Index (1 ]
enable [ 2D
Alarm On Action [ High
Alarm Off Action  [Low
Initial State  [Last
Delay [0 ] @
Hold Time [0 ] @)
[

¢tKS G6AYR26 Aa RAALX I eFRE | laalar® frthdions KSy OK22aAiy3a a
(1
Enable m

—/

IAlarm On Action

Alarm Off Action

[
[
Initial State  [Last
Delay [o ] ©)
Hold Time [o ] ®
Low-level Width [10 ] ®@
High-level Width [ 10 | ®
Alarm Source [DI1 Alarm
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@ rcbustel

¢tKS GAYR26 A& RAALX | eRURE | 1aZlar® &fadtions KSy OK22aAy3 a

A General Settings

Index [1 l
Enable Cm

Alarm On Action | High

Alarm Off Action | Pulse

Initial State | Last
Delay ‘O ] @
Hold Time ‘ 0 | @
Low-level Width ‘:D ] @
High-level Width ‘ 10 j @

Alarm Source | DI1 Alarm

DO
ltem Description Default
Index Indicate the ordinal of the list. -
Enable Click he toggle button toenablddisablethis DO. OFF
AlarmOn Action| Digital Outputinitiates when there is an alarnj. S f S O (i $IRHE LokBor High
Gt dzf 4S¢d
High a highelectrical levebutput
Low: a lowelectrical levebutput
Pulse: Generates a square wave as specified in the pulse mode parameters
triggered
Alarm Off Digital Outputinitiates when alarmremowved.{ St S Ol $HRHE LoWBOra G dzf | Low
Action High a highelectrical levebutput
Low. a lowelectrical levebutput
Pulse: Generates a square wave as specified in the pulse pavdmeters when
triggered
Initial State Specify the Digital Output status when powdon.{ S S O $&¢ Hiy®or d Low
oLowe @
Last: D@ status will consist with the status of last power off
High DO interface is in high electrical level
Low:. DO nterface is in low electrical level
Delay Set the delay time for DO alarm staup. The first pulse will be generated after a 0
& 5 S f Bnt@réromm 0 to 30000ms. (0=generate pulse without delay)
Hold Time Set the hold time of DO statu8larm OnAction/Alarm Off Actioh When the action | O
time reach this specified time, DO will stop the action. Efrtam O to 255 seconds.
(O=keep on until the next action)
Lowlevel Width | Set the lowlevel width. It is gailable when enabigPulseasd ! | NXtioritAjarm!| 10
hTF | Dfws? @utpdt mode, the selected digital output channel will general
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DO
ltem Description Default
square wave as specified in the pulse mode parameters. The low level widths ar
specified hereEnterfrom 1 to 30000 ms.

Highlevel Set the higHevel width. It is gailable when enabigPulseasd ! £ | NY hy 10
Width I OG A2y k! f I NiYPulseFOutput Ddilé, the/sélakted digital output channg
will generate a square wave as specified in the pulse mode parameters. The hig
widths are specified her&nterfrom 1 to 30000 ms.

Alarm Source | Digital Outputinitiatesaccording to different alarm source. St SOG S R! F INJE DI1
oDI2 Alarng. DI1/DI2 Alarm: Digital Output triggers the related action when there is Alarm
alarm from Digital Input.

Status

This window allows you to view the status of DO and Dl interface. It also can clear the counter alarm of DI in here.
Clid =3 button to clear DI1 or DI2 monthlysage statisticinfo for counter alarm.

Index Level Status Count

» Action Of Clear

Counter Alarm Of DI 1
Counter Alarm Of DI 2

Index Level Low-level Width  High-level Width

3.13 Interface> SerialPort

This section allowgou to set the serigbort parameters R3000 Router supports one COM1 and one COM2, also can
be configured as either two COM1 or two COM2.

» Serial Port Settings

Index Port Enable Baud Rate Application Mode
1 COM1 false 115200 Transparent E
2 comM2 false 115200 Transparent E
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Click the edit button of COM1.

Serial Port

» Serial Port Application Settings

Index [1

Port

<

Enable

Baud Rate | 115200

Data Bits |8

Stop Bits |1

Parity | None

o000

Flow Control |None

» Data Packing

®

Packing Timeout | 50

Packing Length | 1200

@ rcbustel

Serial Port
Item Description Default
Serial Port Application Settings
Index Indicate the ordinal of the list. --
Port Show the current seri@ name, read only. -
Enable Click the toggle button to enable/disable this serial port. When the status is ( OFF
the serial port is1ot available
BaudRate { St SOG FNRrvn é0%0 nUWEHEN N aHNnAnéX Aany Jj 115200
apTtcnné Dracwwvip HImIE &
DataBits { St SO oFGNREYD G T € 8
StopBits { St SOUG OFONEBEYD G mE 1
Parity {StSOG FTNRYorGODEFED GhRRE None
Flow control {StSOG FTNRY dbrayS8ARGANBEDSI NB¢ None
Data Packing
Packing Timeout | Set the packing timeoufhe serial port will queue the data in the buffer and | 50
send the data to the Cellular WAN/Ethernet WAN when it reaches the Interv
Timeout in the field.
Note: Data will also be sent as specified by the packet length even when dat
not reaching the interal timeout in the field.
Packing Length | Set the packet lengtiThe Packet length setting refers to the maximum amour 1200
of data that is allowed to accumulate in the serial port buffer before sending.
When a packet length between 1 aBA00bytes is specified, data in the buffer
will be sent as soon it reaches the specified length.
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¢tKS G6AYR2S%
protocol.

@ rcbustel

Ad RAALIX | eBaRspdreit o SHpplicitiGs M@l andTRR Gigkstie &

» Server Setting

Application Mode
Protocol
Server Address

Server Port

[Transparent

(Tce client
]
J

[
[

The window is displayed as bel@nk Sy O K Brahspadrefid

the protocol

l4Zapplic&ti®h mode andTCP Servéras

»~ Server Setting

Application Mode
Protocol
Local IP

Local Port

[Transparent

[TcP server

[
[

¢tKS 6AYR2%
protocol.

Ad RAALIX | eBaRspdreit o SpplicitiGs Mg andURR & #ha v 3

A~ Server Setting

Application Mode
Protocol

Local IP

Local Port
Server Address

Server Port

[Transparent

(upp

[

< ) < |

[
[
[

¢tKS 6AYyR2%
the protocol

Ad RAAaLX

| & RaRspdreid ol SHpplivétiGa Mg andREL2IRidkRs 3

» Server Setting

Application Mode

Protocol

[Transparent
[Robustlink

¢tKS G6AYR2%
Client as the protocal

A& RAALX I enoBbud RTU Galetvay 6 sapkiliagién éde andTCH 3

» Server Setting

Application Mode
Protocol
Server Address

Server Port

[Modbus RTU Gatewa

(Tce client
[ J
[ J
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¢tKS GAYR26 Aa RAA&LX | &\oRbudRAU Gaibviap o ZpiiBagién O6de andTCH 3 a
Servek as the protocal

» Server Setting

Application Mode |:Modbus RTU Gatewa
Protocol |:TCP Server

Local IP | |

Local Port | |

¢tKS GAYR26 Aa RAA&LX | &\oRbudRIU Gafevdy o ZpiiBagién M6de andUDE 3 &
as the protocal

A~ Server Setting

Application Mode |:M0dbus RTU Gatewa

Local IP |

Local Port

Protocol [UDP
f|
ﬁ|
ﬁ|
ﬁ|

Iﬁ
Server Address |
Iﬁ

Server Port

¢tKS 6AYR26 Aad& RA&LX I eMoBoud RIU @evdys2 gl Zapikibaion dédeé and A y 3 &
O0Robustlink as the protocal

A Server Setting

Application Mode |M0dbus RTU Gatewa

Protocol | Robustlink

Server Settings

Item Description Default
Application Mode Select fromiTransparent or dModbus RTU Gateway Transparent
Transparent: Router will transmit the serial data
transparently

ModbusRTU GatewayRouter wiltrandate the Modbus RTU
data toModbusTCRJataandsent out, and ice versa
Protocol Select fromdTCP Cliegt aTCP ServerdJDF or dRobustlink. TCP Client
TCP Client: Router works as TCP client, initiate TCP
connection toTCP server. Server address supports both |
and domain name

TCP Server: Router works as TCP server, listening for
connection request from TCP client

UDP: Router works as UDP client

Robustlink: Router will automatically upload the serial dat
to Robustlinkplatform under the Robustlink protocol.
Robustlink is a management platform from Robustélis
function only available when Router is connetcts
Robustlink
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Server Settings
Item Description Default
Server Address Enter the address of server which will receive the data sent frq¢ Null
router@serialport. IP address or domain hame will @eailable
Server Port Enter the specified port of server which is used for receiving th Null
serial data.
Local IP @ @nsparent Enter routeQ BAN IRvhichwill forward to the internet port of Null
router.
Local Port @ @nsparent | Enter the port of route® I2AN IP. Null
Local IP @ Modbus Enter the local IP of under Modbus mode. Null
Local Port @ Modbus Enter the local port of under Modbus mode. Null

Click thedStatug column to view the current serial port type.

Sera o e

~ Serial Port Status list

Index Type TX RX Connection Status
1 R5232 oB 0B
2 RS485 0B 0B

3.14 Network > Route

This section allows you to set the static rouftatic roue is a form ofroutingthat occurs when a router uses a
manuallyconfigured routing entry, rather than information from a dynamic routing traffioute Information
Protocol(RIP) is widely used in small network with stable use @pen Shortest Path Fir€DSPF) is made router
within a single autonomous system ansid in large network.

Static Route

Static Route

» Static Route Table

Index Description Destination Netmask Gateway Interface +

Clik < to add static route The maximum count is 20.

Static Route

» Static Route

Index

Destination

Description |
|
|
|
|

Netmask
Gateway
Interface wwan v
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Static Route
ltem Description Default
Index Indicate the ordinal of the list. --
Description Enter a description for this route. Null
Destination Enter the IRaddress of destination host or destination network. Null
Netmask Enter the Netmask of destination host or destination network. Null
Gateway Definethe gateway of the destination. Null
Interface Choose the corresponding port of the link that you wantomfigure. wwan
Status

This window allows you to view the status of route.

- Route Table

Index Destination Netmask Gateway Interface Metric
1 0.0.0.0 0.0.0.0 10.122.74.9 wwan 0
2 10.122.74.8 255.255.255.248 0.0.0.0 wwan 0
3 172.16.0.0 255.255.0.0 0.0.0.0 lan0 Q

3.15 Network > Firewall

This section allows you to set tfieewall andits related parametersincludingFiltering, Port Mappingand DMZ.

Filtering

The filtering rules can be uséal either accept or block certain users or ports from accessing your router.

Filtering Port Mapping Custom Rules DMZ Status

» General Settings

Enable Filtering

a

Default Filtering Policy [Accept n @

» Access Control Settings

Enable Remote SSH Access
Enable Local SSH Access
Enable Remote Telnet Access
Enable Local Telnet Access
Enable Remote HTTP Access
Enable Local HTTP Access

Enable Remote HTTPS Access

ang a0,

@

Enable Remote Ping Respond
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Enable DOS Defending m:]

Enable Console m:] @

~ Filtering Rules

@ rcbustel

Index Source Address Source Port Source MAC Target Address Target Port Protocol +
| submit Jlil cancel
Filtering
ltem | Description ‘ Default
General Settings

Enable Filtering Click the toggle button to enable/disable the filtering option. ON

Default Filtering Policy { St SOG FTNRK5NBIOOS LIlEyy2i 0S OK Accept
rules table is not empty.

Accept: Router will accept all the connecting requests except {
hosts which fit thedrop filter list
Drop: Router wildrop all the connectig requestsexcept the
hostswhich fit theaccepiffilter list

Access Control Settings

Enable Remote SSH Accesy Click the toggle button to enable/disable this option. When enableq OFF
the Internet user can access the router remotely via SSH.

Enable Local SSH Access | Click the toggle button to enable/disable this option. When enableq ON
the LAN user can access the router locally via SSH.

Enable Remot&elnet Accesq Click the toggle button to enable/disable this option. When enableq OFF
the Internet user can access theuter remotely via Telnet.

Enable Local Telnet Access| Click the toggle button to enable/disable this option. When enableq ON
the LAN user can access the router locally via Telnet.

Enable Remote HTTP Acce] Click the toggle button to enable/disaltieis option. When enabled, | OFF
the Internet user can access the router remotely via HTTP.

Enable Local HTTP Access| Click the toggle button to enable/disable this option. When enableq ON
the LAN user can access the router locally via HTTP.

Enable RemotélTTPS Acceg Click the toggle button to enable/disable this option. When enableq ON
the Internet user can access the router remotely via HTTPS.

Enable Remote Ping Respo| Click the toggle button to enable/disable this option. When enableq ON
the router wil reply to the Ping requests from other hosts on the
Internet.

Enable DOS Defending Click the toggle button to enable/disable this option. When enableq ON
the router will defend the DO®0s attack is an attempt to make a
machine or network resource unavailable to its intended users.

Enable Console Clickthe toggle button to enable/disable this option. ON
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Clik 4 to add filtering rule The maximunmcount is 20The window is displayed as below whdgfaultingdAllé or
OK 2 2 30WM§3 | &protiickl Here takeAllé as an example.

 Filtering Rules

Index [1 ]
Description | |
Source Address | l @

Source MAC | l @
Target Address | | @

Protocol [AII

Action lDr op n

¢tKS G6AYR26 Aa& RAALX I TR GUDE or (TSRUPH b pSickl SHer2 RO as ad
example.

 Filtering Rules

Index | ]
Description | ]
Source Address [ ] @
Source Port [ ] @
Source MAC [ ] @
Target Address [ ] @
Target Port [ ] @
Protocol  [TCP B
Action [Drop B
Filtering Rules
Item Description Default
Index Indicate the ordinal of the list. -
Description Enter a description for this filtering rule. Null

Source Address| Defines if acessis allowedfrom one or a range of IP addresses which are defing Null
by Source IRddress, or every IP addresses.
Source Port Specify an access originator and enter its source port. Null
Source MAC Enterthe MAC address of the defined source IP address. Null
Target Address | Defines if access is allowed to one or a range afitResses which are defined by Null
Target IP Address, or every IP addresses.

Target Port Enter the target port which the access originator wants to access. Null
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Filtering Rules

ltem Description Default

Protocol (St SO0 FTNRY a! tféBbhieeItt&Ed a! 5té3x alAl
Note: It is recommendediat you choos@AllE iF & 2 dz R 2 yich grotopof &
your application to use.

Action Select fromdAcS LJbréDropé. Drop
- Accept: WherDefault Filtering Policy is dromuter will drop all the
connecting requestexcept the hostsvhichfit this acceptffiltering list
Drop: WhenDefault Filtering Policy is accepbuter will accept all the
connecting requests except the hosts which fisttirop filtering list

Port Mapping

Port Mapping Custom Rules DMZ Status

» Port Mapping Rules
Index Description Internet Port Local IP Local Port Protocol +

Clik 4= to add port mapping rulesThe maximunrule count is 40.

Port Mapping

- Port Mapping Rules

Index (1 ]
Description | |
Remote IP | | ®@
Internet Port | | ®
Local IP | |
Local Port | | ®
Protocol (Tcp-UDP
Port MappingRules
Item Description Default
Index Indicate the ordinal of the list. -
Description Enter a description for this port mapping. Null
Remote IP Specify the host or network which can access to the local IP address | Null

Empty means unlimitede.g. 10.10.10.10/255.255.255.255 or
192.168.1.0/24

Internet Port Set he internet portof router whichcan be accessed by other hosts fror Null
internet.
LocallP Enter route BAN IRvhichwill forward to the internet port of router. Null
LocalPort Enter the port of route® BAN IP. Null
Protocol SelectF N2 Y & ¢/ oré E 4 t|tads yoér application required. TCPUDP
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Custom Rules
custom rules  [CCNEE T

- Custom Iptables Rules

Index Description Rule +

Clikk ¥ to add custom rules

Custom Rules

» Custom Iptables Rule

Index [1 ]

Description [ ]

Rule [ ] @
CustomiptablesRule
ltem Description Default
Index Indicate the ordinal ofhe list. -
Description Enterthe description of the rule. Null
Rule Secifyone Iptables rule. Null
DMZ

Filtering Port Mapping Custom Rules DMZ

» DMZ Settings

Enable DMZ [:m

Host IP Address [ ]

Source IP Address [ ] @
DMZSettings
Item Description Default
EnableDMZ Click the toggle buttoto enablddisableDMZ DMZ host is a host on the OFF
internal networkthat has all ports exposed, except those ports otherwise
forwarded.
Host IPAddress Enter the IP address of the DMZ hostymur internal network. Null
Source IP Address| Set the address which can talk to the DMZ h6€.0.0means for any Null
addresses.
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Status

Filtering Port Mapping Custom Rules Status

Index Packets Target Protocol Source Destination
1 0 REJECT tep * * 0.0.0.0/0 0.0.0.0/0
2 52 ACCEPT tcp * * 0.0.0.0/0 0.0.0.0/0
3 0 DROP tcp * * 0.0.0.0/0 0.0.0.0/0
4 0 ACCEPT tcp * * 0.0.0.0/0 0.0.0.0/0
5 0 DROP tep * * 0.0.0.0/0 0.0.0.0/0
= 0 ACCEPT icmp * * 0.0.0.0/0 0.0.0.0/0
7 0 DROP icmp 0.0.0.0/0 0.0.0.0/0

Index Packets Target Protocol Source Destination
1 0 TCPMSS tcp * * 0.0.0.0/0 0.0.0.0/0

» Chain Output

Index Packets Target Protocol In Out Source Destination

3.16 Network > IP Passthrough

ClickNetwork >IP Passthrough > IP Passthroughenable or disable the IP Pasough option.

If router enables the IP Patirough, the terminal device (such as PC) will enable the DHCP Client mode and connec
to LAN port of the router; and after the router dial up successfully, the P@uidlmaticallyobtain the IP address and
DNS server addresvhich assigned by ISP.

» General Settings

|
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3.17 VPN > |IBec

This section allows you to set thes¢®e and the related parameterBiternet Protocol Security (IPsec) ipratocol
suitefor securelnternet ProtocokIP) communications that works layithenticatingandencryptingeachlP packebf
a communication session.

Genenl

General Tunnel Status x509

A General Settings

Enable NAT Traversal m:]

Keepalive [60 ] @

Debug Enable Cm

GeneralSettings @ General

ltem Description Default

EnableNAT Traversal | Click the toggle button to enable/disable the NAT Traversal funciibis. | ON
option must be enabled when router under NAT environment.

Kegpalive Set the keepalive time, measured in seconds. The router will send pac| 60
to NAT server every keepalive time to avoid record remove from the N
list.

Debug Enable Click the toggle button to enable/disable this option. EnabldRsec/PN | OFF

information output to the debug port

Tunnel

Tunnel

» Tunnel Settings

Index Enable Description Gateway Local Subnet Remote Subnet +
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Clik <= to add tunnel settingsThe maximumcount is 3.

» General Settings

Index [1 ]

Description | |

Gateway | | @

Mode [Tunnel

Protocol [ESP
Local Subnet | | @
Remote Subnet | | ®

General Settings @unnel

ltem Description Default

Index Indicate the ordinal of the list. --

Enable Click the toggle button to enable/disable thisec tunnel. ON

Description Enter a description for this IPsec tunnel. Null

Gateway Enter the address of remote sideséfé VPN servef.0.0.0 represents for any Null
address.

Mode { St SOG FTNBY dac¢dzyySté YR a¢NIFyaL?2 N Tunnel

- Tunnel: Commonly used betwegateways, or at an ensgtation to a
gateway, the gateway acting as a proxy for the hosts behind it
Transport: Used between ergtations or between an ensdtation and a
gateway, if the gateway is being treated as a Hostexample, an encrypteg
Telnet sesen from a workstation to a router, in which the router is the
actual destination

Protocol { St SOG GKS &aSOdzNRAGe LINRPG202ft & FNRYESP
ESP: Use the ESP protocol
AH: Use the AH protocol

Local Subnet Enterthe local subne® address with mask protected by IPseg,. Null
192.168.1.0/24

Remote Subnet | Enterthe remote subne® address with mask protected by IPseq. 10.8.0.0/24 Null
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The window is displayed as below when choosP§K as the authentication type.

» IKE Settings

IKE Type [IKEv1

Negotiation Mode [Main

Authentication Algorithm [ MD5

Encryption Algorithm [3DES

IKE DH Group [DngoupZ

Authentication Type [ PSK

PSK Secret [ [TTT1T]

Local ID Type [Default

Remote ID Type [Default

Jasujsaesaoa

@

IKE Lifetime [86400

The window is displayed as below when choosi@g as the authentication type.

» IKE Settings

IKE Type [IKEV1

Negotiation Mode [Main

Authentication Algorithm [ MD5

Encryption Algorithm [3DES

IKE DH Group | DHgroup2

Authentication Type I lCA

Private Key Password [

@

IKE Lifetime [86400

The window is displayed as below when choosifuth PSKas the authentication type.
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» IKE Settings

Negotiation Mode [Main

Authentication Algorithm |'MD5

Encryption Algorithm |3DES

IKE DH Group |:DngOLIp2

Authentication Type |:xnuth PSK

PSK Secret |

Local ID Type |DeFaL|It

gg _goooa

Remote ID Type |DeFaL|It

Username | | @
Password | | @
IKE Lifetime 85400 | ®

CKS 6AYR26 A& RAALI F &@Whasa | &S (KD 46dRiyK SFHI2AE AWM va

» IKE Settings

IKE Type |IKEv1

Negotiation Mode [Main

Authentication Algorithm [ MD5

Encryption Algorithm [BDES

IKE DH Group [Dngoup2

Authentication Type [xAuth PSK

PSK Secret l [TTTT]

Local ID Type [Default

Remote ID Type [Default

Username [ ] @
Password [ ] ®@
IKE Lifetime [85400 ] ®@
IKE Settings
Item Description Default
IKE Type Slectfrom IKE v1 and IKE v2. IKE v1

Negotiation Mode |[{ St SOG FTNRBY dalAyé FyR a! 33INB&aA(Man
If the IP address of one end of asdP tunnel is obtainedlynamically, the IKE
negotiation mode must be aggressive. In this case, SAs can be establish
long as the username and password are correct.

Authentication {StSOG THEYEma&SpPE H Hpc étolMNedifIKE H | MD5
Algorithm negotiation.
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IKE Settings
ltem Description Default
Encrypion Algorithm | { St SO0 FNRBY do059{¢é3 da! 9{mHyé¢ I yR|3DES
3DESUse 168bit 3DES encryption algorithm in CBC mode
AES128: UsE28-bit AESncryptionalgorithm in CBC mode
AES256: Us56-bit AESencryptionalgoiithm in CBC mode
IKE DH Group { St S O DHgFaNE YDHiroups, (DHgroup14, dOHgroup1s, DHgroup?2
0DHgroup16, dDHgroupl1Z or dDHgroupl18 to be used in key negotiation
phase 1.
AuthenticationType |{ St SOG4 FTNRY at{YéxX a4/ ! é3X GE! dzii K {PSK
negotiation.
PSK: Prshared Key
CA: Certification Authority
xAuth: Extended Authentication to AAA server
PSK Secret Enter the preshared key. Null
Local ID Type Select fromiDefaulé > aCv5bé | yR a! aSNJ Cv 5 b| Defaul
Default Uses an IP address as the ID in IKE negotiation
FQDN: Uses an FQDN type as the ID in IKE negotiation. If this optiof
selected, type a name without any at sign (@) for the local security
gateway, e.g., test.robustel.com.
User FQDN: Uses a user FQDN type as the ID in IKE negotiation. If {
2LIGA2Yy A& aStSOGSR:I GeLls I yI Y
security gateway, e.g., test@robustel.com.
RemotelD Type { St SODeffINEY acCv5bé YR da! aSNJ Cv 5 b| Default
- Default Uses an IP address as the ID in IKE negotiation
FQDN: Uses an FQDN type as the ID in IKE negotiation. If this optiof
selected, type a name without any at sign (@) for the local security
gateway, e.g., test.robustel.com.
User FQDN: Uses a user FQDN type as the ID in IKE negotiation. If {
optionisa St SOGSRXE GeLIS I yIYS aidNRy
security gateway, e.g., test@robustel.com.
PrivateKey Password Enter the private keynder thedCA and axAuth CA authentication types. Null
Username Enter the usemame used fothed Edzi K t { Y& | gutRenticationdzZ Null
types.
Password Enter the mssword used fothe @ E ! dzli K t { Y ¢ dutfidRticatidn! | Null
types.
IKELifetime Set the lifetime in IKE negotiationBefore an SA expires, IKE negotiates a| 86400

new SA. As soams the new SA is set up, it takes effect immediately and th

old one will be cleared automatically when it expires.

If clickVPN > IPsec > Tunnel > General Settiagsl choos€&SRas protocol. The specific parameter configuration is

shown as below
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Encrypt Algorithm  |3DES
Authentication Algorithm  [MD5
PFS Group  |DHgroup2

SA Lifetime [28800 ] ®@

DPD Interval [60 ] ®@

DPD Failures [180 ] ®@

If chooseAHas protocol, the window of SA Settings is displayed as below.

» General Settings

Index [1 ]

Enable m:]

Description

Gateway

Protocol

Local Subnet

Remote Subnet

[ J
[ ]
Mode [Tunnel
[
[ ]
[ J

» SA Settings

Authentication Algorithm  [MD5
PFS Group  |DHgroup2

SA Lifetime [28800 ] ®@

DPD Interval [60 ] ®@

DPD Failures [180 ] ®@

» Advanced Settings

Enable Compression Cm

Expert Options [ ] @

SA Settings

Item Description Default

Encrypt Algorithm | { St SOG TFTNRY ¢ood5 9{{ ¢ &1 98 2mdz yaS € S O| 3DES
Gt NP iRighé seéurity means mommplex implementation and lowe
speed. DES is enough to meet general requirements. Use 3DES when
confidentiality and security are required.

Authentication { St SOG T,ME Y !BIHAR p5Sor 6SHA2 512to be used irSA MD5
Algorithm negotiation.
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SA Settings
ltem Description Default
PFS Group { St S O DHgFaNE YDHiroups, (DHgroup14, dOHgroup1s, DHgroup2
0DHgroup16€, dDHgroupl1Z or dDHgroup18 to be used irSAnegotiation.
SA Lifetime Set the IBec SA lifetime. When negotiating to set ugd® SAs, IKE usite | 28800
smaller one between the lifetime set locally and the lifetime proposed by
the peer.
DPDinterval Set the interval after which DPD is triggered if neetFRprotected packets is| 60

received from the peer. DPB aDead peer detection. DRDegularly
detects dead IKE peers. When the local end sendssan ffacket, DPD
checks the time the last $8c packet was received from the peer. If the tin
exceeds the DPD interval, it sends a DPD hello to the peer. If the local ¢
receives no DPD aatwledgment within the DPD packet retransmission
interval, it retransmits the DPD hello. If the local end still receives no DR
acknowledgment after having made the maximum number of
retransmission attempts, it considers the peer already dead, and clears
IKE SA and thed#t SAs based on the IKE SA.

DPDrailures Set the timeout of DP[Dead Peer Detectigmpackets. 180

AdvancedSettings

Enable Compression Click the toggle button to enable/disable this option. Enabledmpress OFF
the inner headers of IP packets.

Expert Options Add more PPP configuration options hei@mat: configdesc;configdesc, | Null
e.g. protostack=netkey;plutodebug=none

Satus

This section allows you to view the status of the IPsec tunnel.

G rumas .

» IPSec Tunnel Status

Index Description Status Uptime
x509
User can upload the X509 certificates for the IPsec tunnel in this section.
Tunnel Name [Tunnel 1 n
Local Certificate H ... ] FIEFEE. lﬁ
Remote Certificate H P l FIEFE. lﬁ
Private Key [ [ BB ] FIEFES . l a

» Certificate Files

Index File Name File Size Modification Time
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x509
ltem Description | Default
X509 Settings

TunnelName Choose a valitunnel. Tunnel 1
LocalCertificate Clickon ¢Choose File upl®dada localcertificatefile from your computer, | Null

and then import this file into your router.

The correct file format is displayed as follows:

@ca.crt

@remote.crt

@local.crt

@private.key

@crl.pem
Remote Certificate | ClickondChoose File (2 dzLJ 2 derBficatefileNdBnyydur S Null

computer, and then import this file into your router.
Private ¢y ClickonéChoose File 2 dzLJ 2 I Romlyoutdddip@tér i S 1 { Null

Certificate Files
Index Indicate the ordinal of the list. -
FileName Show the imported S NIi /sfai® | (G S Q Null
File Size Show the size of theertificate file Null
Modification Time | Show thetimestampof that the last time to modify the certificate file. Null
RT_UG_R3000_v.21. Oct23, 2019 85/147

Confidential



Robustel GoRugged R3000 User Guide @ r@bUStel

3.18 VPN>OpenVPN

This section allows you to set the OpenVPN and the related paraméeesVPNs an opersource software
application that implementsirtual private networkVPN) techniques for creating secure peimipoint or
site-to-site canections in routed or bridged configurations and remote access facilRi@ster supports
point-to-point and pointto-points connections.

OpenVPN

OpenVPN Status x509

» Tunnel Settings

Index Enable Description Mode Protocol Server Address Interface Type +

Clik 4 to add tunnel settingsThe maximuncountis3.¢ KS gAY R2 ¢ A& RAALX | eNbRE | 154 O
the authentication typeBy default, the mode i&Client.

- General Settings

—

Index [1

Description [ ]
Mode [Client

Protocol [UDP

Server Address [

Server Port [ 1194

Interface Type |TUN
Authentication Type [None ®
Renegotiation Interval | 86400 | ®
Keepalive Interval [20 ] ®
Keepalive Timeout [120 ] ®

Enable Compression

&
Enable NAT Cm
[0

Bo

Verbose Level

|
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¢tKS GAYR26 A& RAALI I eFRRR I dmodeXfS2 ¢ 6KSy OK22aAiAy3 a

» General Settings

Index [1

Enable m

—

Description

Mode

Protocol

Server Address

Interface Type

@

Authentication Type

[
[
[
[
Server Port [1194
[
[
[

Local IP

< | < < | <
LU e .

Remote IP [ 10.8.0.2

Keepalive Interval

)

Keepalive Timeout

(20
120
Enable Compression m

Enable NAT

Bl
@

Verbose Level [0
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tKS GAYR29%

A& RA&LX I eRaRhared

A General Settings

Index
Enable

Description

(1
o~
[

—

J

Mode |Client

Protocol [UDP

Server Address | ]

Server Port (1194 ]

Interface Type [TUN

Authentication Type [Preshared

Encrypt Algorithm  [BF
Renegotiation Interval [86400 ] ®
Keepalive Interval [20 ] ®
Keepalive Timeout [120 ] ®

Enable Compression
Enable NAT

Verbose Level

o B
. o
[0
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The window iR A & LX @ SR | &

- General Settings

Index

Enable
Description
Mode

Protocol
Server Address
Server Port

Interface Type

@ rcbustel

0 S hdwords K Sy (KK 2 5dkiyKS yéitA OF G A 2y

£ ]

Authentication Type

@

Username

Password

Encrypt Algorithm
Renegotiation Interval
Keepalive Interval
Keepalive Timeout
Enable Compression
Enable NAT

Verbose Level

-
(=
-
& 88 (<
J _J L e —J _,
© Q0

|
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CKS G6AYR26 A& RAALI I &>S00CA al » S RS IwkSKS OKRABANAY ai & LI

A General Settings

Index [1

Enable m

Description [ ]
Mode [Client

Protocol [UDP

—

Server Address [

Server Port [ 1194

J
]
Interface Type [TUN

Authentication Type | X509CA ®
Encrypt Algorithm  [BF
Renegotiation Interval [86400 ] ®@

Keepalive Interval [20 ] @

Keepalive Timeout

120 J ®

Private Key Password

Enable Compression

Enable NAT OFF

Verbose Level

I

|
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tKS 6AYR2%

A a

A General Settings

2 ]
on [

Description [

Index

Enable

Mode [Client

Protocol |UDP

Server Address ‘

Server Port [ 1194

|
]
]
[Tun

| X509cA password ®

Interface Type

Authentication Type

Username | |

Password | |

Encrypt Algorithm  [BF
Renegotiation Interval [86400 I ®
Keepalive Interval [20 ] ®
Keepalive Timeout [120 ] ®

Private Key Password

Enable Compression

Enable NAT

Verbose Level [O

@ rcbustel

RA&LI I 8>X5C0CARassocllf P& @KSyl @KRAWA VAl GA2y

GeneralSettings@ OpenVPN

interface for OpenVPN. The difference between TUN and TAP devic
that a TUN device is a po#u-point virtual deviceon network whilea

TAP device is a virtual devior Ethernet.

Item Description Default

Index Indicate the ordinal of the list. -

Enable Click the toggle button to enable/disable this OpenVPN tunnel. ON

Description Enter a description for this OpenVPN tunnel. Null

Mode SelectF NP Y drdht ESyié o Client

Protocol Select fromi | 5,00 & # tt A SrfiTCEServeé ® UDP

ServerAddress Enter the endtio-end IP address or the domain of the remote OpenV} Null
server.

ServerPort Enter the endio-end listener port or the listengport of the OpenVPN | 1194
server.

InterfaceType Selectfromi ¢ ! bé¢ > a¢!té gKAOK | NS (6|TUN
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GeneralSettings@ OpenVPN

ltem Description Default

AuthenticationType |{ St SOG FTNBY dab2yS¢sx at NB&KI NBR| None
taag2NRE D
Note:d b 2&f Yy R & t NEButhénticAtiBrig/ge are onlyworking

with P2Pmode.

Username Entertheusery  YS dza SR T2 NJ at | dag2NRE | Nul
authenticationtype.

Password Enter the mssword usedfodt t I a4 62 NR&é 2NJ & - p n ¢ Nul
authenticationtype.

Local IP Enter the local virtual IP. 10.8.0.1

Remote IP Enter the remote virtualP. 10.8.0.2

EncryptAlgorithm { St SO0 FTNRBY @502 Td ¥ {9 MdyET{l y BF

a! 9{ HpcEé D

- BF: Usd 28bit BFencryptionalgorithm in CBC mode
DES: Usé4-bit DES=ncryptionalgorithm in CBC mode
DESEDES3: Us&92-bit SDEXncryptionalgorithm in CBC mode
AES128: UsE28-bit AESencryptionalgorithm in CBC mode
AES192: UsE92-bit AESencryptionalgorithm in CBC mode
AES256: Usg56-bit AESencryptionalgorithm in CBC mode

Renegotiation Set the renegotiation interval. onnection failed, OpenVPN will 86400
Interval renegotiate when the renegotiation interval reached.
Keepaliventerval Set keepalivéping)interval to check if the tunnel is active. 20

KeepaliveTimeout Set the keepalive timeout.riggerOpenVPN restardfter nseconds pasg 120
without reception of a ping or other packet from remote.

Private Key Passwor( Enter the private key password under tt€509CAand dX509CA Null
Password authentication type.

Enable Compression| Click the toggle button to enable/disaltleis option. Bable to ON
compress the data streawof the header.

Endle NAT Click the toggle button to enable/disable the NAT option. When OFF

enabled the source IP address of host behinoditer will be disguised
before accessing the remote OpenVPN client.

Verbose Level Select the level of the output log and values from 0 to 11. 0
0: No output except fatal errors

1~4: Normal usage range

5: Output R and W characters to the console for each packet re
and write

6~ 11: Debug info range
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» Advanced Settings

Enable HMAC Firewall
Enable PKCS#12

Enable nsCertType

geg

| ®

Expert Options

AdvancedSettings@ OpenVPN

ltem Description Default

EnableHMAC Firewall| Click the toggle button to enable/disable this optidwd an additional OFF
layer of HMAC authentication on top of the TLS control channel to prot
against DoS attacks.

EnablePKCS#12 Click the toggle button to enable/disable the PKCS#12 certifittatean OFF
exchange of digital certificate encryption standard, used to describe
personal identity information.

EnablensCertType Click the toggle button to enable/disable nsCertTyReyuire that peer OFF
certificate was signed with an explicit nsCertType designation of "servg

Expert Options Enter some other options of OpenVPN in this field. Exginessiorcan be | Null
separated by &0

Status

This section allows you to view the status of the OpenVPN tunnel.

Openven e

» OpenVPN Tunnel Status

Index Description Status Uptime Local IP

x509

User can upload the X509 certificates for the OpenVPN in this section.
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Tunnel Name [ Tunnel 1 B
RootCA | [ .. | ity -]
Certificate File | | .. | FsEmwis, [-]
private Key | [ JUE... | EEuL, -]
Tis-AuthKey | [ ... | st [+ ]
PKCS#12 Certificate | | jlli5... | RssEsrit, -]
Pre-Share Key | | 3. | Sty [+

» Certificate Files

Index File Name File Size Modification Time
x509
ltem ‘ Description Default
X509 Settings
TunnelName Choose a valid tunnel. Tunnel 1
Root CA Clickky &/ K22aS CAtS¢ (2 dzLJX 21 R N 2| Null
Certificate File Clickky &/ K22aS CAtS¢ (2 dzLJX 21 R OSN| Null
Private Key Clickky &/ K22aS CAtS¢ (2 dzLJX 21 R LINA| Null
TLSAuth Key Clickky &/ K22a&S CAAukeyli2 dzLJ 21 R ¢ [ {| Null
PKCS#12 Certificate| Clickz y &/ K22 a4 S EKROS/AZ CeififkatedzLI 2 I R Null
Preshare Key Clickky a/ K22a$S errdhd@dKeyi2 dzLJ 2+ R Null
Certificate Files
Index Indicate the ordinal of the list. --
Filename Show the importedd S NI Asfam®© | G S Q Null
File Size Show the size of theertificate file Null
Modification Time Show thetimestampof that the last time to modify the certificate file. Null

3.19 VPN > GRE

This section allows you to set tii#REand the related parameters$seneric Routing Encapsulation (GRE) is a
tunneling protocothat canencapsulatea wide variety ohetwork layerprotocolsinside virtualpoint-to-point links
over aninternet Protocohetwork.

GRE

» Tunnel Settings
Index Enable Description Remote IP Address +

Clik 4= to add tunnel settingsThe maximunmcount is 3.
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» Tunnel Settings

Index

Enable

Description

Remote IP Address

Local Virtual IP Address

Local Virtual Netmask

Remote Virtual IP Address

Enable Default Route

g

Enable NAT
Secrets |
Tunnel Settings @SRE

ltem Description Default
Index Indicate the ordinal of the list. --
Enable Click the toggle button to enable/disable this GRénel. ON
Description Enter a description for thiSREunnel. Null
Remote IP Address Set the remote real IP addreséthe GRE tunnel. Null
Local Virtual IRddress | Set thelocalvirtual IPaddressof the GRE tunnel. Null
Local Virtual Netmask Set the local virtual Netmask of the GRE tunnel. Null
RemoteVirtual IPAddress| Setthe remote virtual IPAddressof the GRE tunnel. Null
Enable Default Route Click the toggle button tenable/disable this option. When enabled, all | OFF

the traffics of the router will go through the GRE VPN.
Enable NAT Click the toggle button to enable/disable this optidmis option must be | Disable

enabled when router under NAT environment.
Secrets Setthe key ofthe GREunnel. Null

Status

This section allows you to view the status of GRE tunnel.

- GRE tunnel status

Index Description Status Local IP Address Remote IP Address Uptime

3.20 Services> Syslog

This section allows you to set the syslog parameters. The system log of the router can be saved in the local, also
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supports to be sent to remote log server and specified application debugging. By defadltpth®o Remot&option
is disabled.

A Syslog Settings

Syslog Level [Debug

Save Position [RAM @
Log to Remote Cm ©)
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The whdow is displayed as below when enabling theg to Remot&option.

» Syslog Settings

Syslog Level | Debug

Save Position [RAM @

Log to Remote m:] @
Add Identifier Cm @

Remote IP Address | |

Remote Port | 214 |

SyslogSettings
ltem Description Default
Enable dick the toggle button to enable/disable the Syslog settings option. OFF
Sysbg Level Select foY ébbig Znfoé E otideb = ardiAge or & Bore, which fromlowto | Debug
high Thelower level will output more syslog in detail.
Save Position { St SO0 GKS alRAE MVMEOAGhDI¥ aibds@RAMGthe | RAM

datawill be cleared after reboot.

Note: It's not recommended that sé@vg syslog to NVM (Nevolatile Memory)
for a long time.

Log to Remote Click the toggle button to enable/disable this optidnable to allow router OFF
sending syslog to the remote syslog server. You need to enter the IP and P
the syslog server.

Add Identifier Click the toggle button to enable/disable this option. When enabled, you ddr; OFF
serial number to syslog messaghich used for loading Syslog to RobustLink.
Remote IP Addresg Enter the IP address of syslog semien enabling theél.og to Remotéoption. | Null
Remote Port Enter the port of syslog server when enabling ¢heg to Remot&option. 514

3.21 Services> Event

This section allows you to set tlegent parameters Event feature provides an ability to send alerts by SMS or Email
when certain system events occur.

Event Notification Query

A General Settings

Signal Quality Threshold | 0 | @

General Settings @ Event
Item Description Default
Signal Quality Threshold| Set the threshold for signal qualiffouter will generatea log event when | 0
the actual threshold itess than thespecifiedthreshold 0 means disable
this option.
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» Event Notification Group Settings

Index Description Send SMS Send Email Save to NVM +

Clik 4 button to add arEventparameters

» General Settings

Index

Description

il

Send SMS
Phone Number @
Send Email
Email Addresses @

Save to NVM

A Event Selection @

System Startup

E

System Reboot

System Time Update
Configuration Change
Cellular Network Type Change
Cellular Data Stats Clear
Cellular Data Traffic Overflow
Poor Signal Quality

Link Switching

WAN Up

WAN Down

WLAN Up

WLAN Down

WWAN Up

WWAN Down

IPSec Connection Up

IPSec Connection Down
OpenVPN Connection Up
OpenVPN Connection Down
LAN Port Link Up

LAN Port Link Down

USB Device Connect

USB Device Remove

DDNS Update Success
DDNS Update Fail

Received SMS

SMS Command Execute
DI1ON

DI 1 OFF

DI 1 Counter Overflow

DI 2 ON

DI 2 OFF

CEEREPEEEREPEEEERPEEREE PR

DI 2 Counter Overflow
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General Settings @ Notification

nonvolatile memory

ltem Description Default

Index Indicate the ordinal of the list. --

Description Enter a description for thigroup. Null

SentSMS Click the toggle button to enable/disable this option. When enabled, the router| OFF
send notification to the specified phone numbers via SMS if event occurs. Set
related thone numberin (3.24 Servies > Emailanddza R G® a S LI NI
number.

Phone Number | Enter the fhone numbes used forreceining event notification.Use a semicolon (;)| Null
to separate each number.

Send Email Click the toggle button to enable/disable this option. Wiegrabled, the router will| OFF
send notification to the specified email box via Email if event occurs. Set the rg
email addres$n 63.24 Services > Emall

Email Address | Enter the email addresses used for receiving event notification. Use a space tq Null
separate each address.

Save to NVM Click the toggle button to enable/disable this option. Enablsawee event to OFF

In the following window you can query various types of events record [[laiiead to query filtered events while
click [[EIEag to clear the event records in the window.

» Event Details

Save Position | RAM

Filtering | |

Feb 27 09:13:08, LAN port lirk wp, ethl
Feb 27 09:13:17, WWAN (cellular) up, WWANI, ip=10.122.74.11
Feb 27 089:13:30, system time update
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EventDetails
ltem Description Default
Save Position | Select theevent<kave positiorfrom 6RAME or ANVME. RAM
RAM: Rndomaccess memory
NVM:Non-Volatile Memory
Filter Message | Event will be filtered according to the Filter Message that the user set. Click th¢ Null
oRefreslg button, the filtered event will be displayed in the follow box. d&& to
separatemore than one filter message, such as messagel&message?2.

3.22 Services > NTP

This section allows you to set thelated NTP (Network Time ProtocpBrameters including Time zone, NTP Client
and NTP Server.

NTP

- Timezone Settings

Time Zone |UTC+08:GG

Expert Setting | | @

» NTP Client Settings

Enable m:]

Primary NTP Server | pool.ntp.org |

Secondary NTP Server | |

NTP Update Interval | 0 | @

» NTP Server Settings

NTP
Item | Description Default
Timezone Settings
TimeZone Click the drop down list toegectthe time zoneyou are in. UTC +08:00
Expert Setting Specify the time zone with Daylight Saving Time in TZ environment | Null

variable format. The Time Zone option will be ignored in this case.
NTP Client Settings

Enable Clickthe toggle button tcenable/disable this option. Enable to ON

synchronize timeavith the NTP server.

Primary NTP Server |9 Y 1 SNJ LINAYFNE bc¢t { SNBSNDRA Lt | poolntp.org

Secondary NTP Serve 9 Yy 1 SNJ aSO2y RIFNE bd¢t { SNIPBSNDA Lt Nul

NTPUpdateinterval Enter the intervalminutes which NTP client synchronize the time fron| 0
NTP server. Minutes wait for next updatand0 means update only
once.
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NTP Server Settings
Enable Clickthe toggle button tcenable the NTP serveption. ‘ OFF

This window allows you to view the current time of router and afgachronizethe router time. Clik[E L @button
to synchronize the router time with F&C

System Time  2017-02-27 14:29:05

PCTime 2017-02-27 14:32:20 m

Last Update Time 2017-02-27 09:13:30

3.23 Services> SMS

This section allows you to set SMS parametemitersupports SMS managemerand wsercan control and
configure their routers by sending SM®r more details about SMS control, refert@.2 SMS Remot€ontrol.

SMS SMS Testing

» SMS Management Settings

Authentication Type |:Password @
Phone Number | | @
SMSManagement Settings
Item Description Default
Enable Click he toggle button teenablddisable theSMSVianagement option ON
Note: If this option is disabled, the SMS configuration is invalid.
Authentication Type | SelectAuthentication Typdrom dPassworéd, dPhonenung or éBothe. Password

PasswordUse the same username and password as WEB manager fq
authentication For example, the format of the SMS shoulddbsername:
password; cmdl; cmdX €

Note: Set the WEB manager passwor@ystem > User Management
section.

PhonenumUse thePhone numbefor authenticaing, and useshouldset
the PhoneNumber that isallowed for SMS managemerithe format of
the SMS should bé&emd1; cmd2X €

Both: Use both théPassword and dPhonenund for authentication User
shouldset thePhoneNumber that isallowed for SMS managemerihe
format of the SMS should keisername: password; cmdl; cmdR;€
PhoneNumber Se the phonenumber usedor SMS managemepanduse$W i 2 & S LJ-| Null
number.

Note: It can be null when choos®assword as the authentication type.
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User can test the current SMS serwdeetherit is available in this section.

SMS SMS Testing

» SMS Testing

Phone Number
|ﬁ il
Message
Result
[ Send |

SMSTesting
ltem Description Default
Phone Number | Enter the specified phone number which qaeeivethe SMS from router. Null
Message Enter the message that router wilend it to the specified phone number. Null
Result The result of the SMS test will be displayed in the result box. Null
| send | Click the button to send the test message. -

3.24 Services > Emaill

Email function supports to send the event notifications to fipecified recipient by ways of email.

Email

» Email Settings

Enable TLS/SSL Cm @

Outgoing Server

Server Port

[ ]
[ ]
Timeout [10 ] ®@
| ]
Password | ]
From | )
Subject | ]
EmailSettings
Item Description Default
Enable Click he toggle button teenablédisablethe Emailoption. OFF
Enable TLS/SSL | Click the toggle button to enable/disable the TLS/SSL option. OFF
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EmailSettings
ltem Description Default
Outgoing server | Enter the SMTP server IP Address or domain name. Null
Server port Enter the SMTP server port. 25
Timeout SetKS YIE GAYS F¥2NJ aSyRAy3 SYFAt G2 |10
receive the email over this time, it will try to resend.

Username Enter he username which has been registered from SMTP server. Null
Password Enter e password ofthe usernameabove Null
From Enter he source address of the email. Null
Subject Enter he subject of this email. Null

3.25 Services > DDNS

Thissection allows you to set the DDNS paramet&he Dynamic DNS function allows you to alias a dynamic IP
address to a statidomain name allows you whose ISP does not assign them a static IP address to use a domain
name. This is especially useful Farsting servers via your connection, so that anyone wishing to connect to you may
use your domain name, rather than having to use your dynamic IP address, which changes from time to time. This
dynamic IP address is the WAN IP address of the router, wehadsigned to you by your ISPe service provider
RSTl dzZ Ga (G2 a58y5b{¢> a akKz2gy o0St200

enable [ 2
Service Provider |DynDNS
Hostname | |
Username | |
password | |

WhendoCustong service provider chosen, the window is displayed as below.

»~ DDNS Settings

Service Provider |Custom |

URL | |

DDNSSettings
Item Description Default
Enable dickthe toggle button tcenablddisablethe DDNSption. OFF
ServiceProvider { St SOG GKS 55b{ acciNIItbed D ERNE Y
Note: the DDNServiceonly can be used after registered by DynDNS
Corresponding service provider
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Hosthame Enter thehostnameprovided bythe DDNServer. Null
Username Enter the usernamerovided bythe DDNS server Null
Password Enter the passworgrovided bythe DDNS server. Null
URL Enter the URL customized by user. Null

ClickéStatug bar to view the status of the DDNS.

Status Disabled

Last Update Time

DDNS Status
ltem Description
Status Display the current status of the DDNS.
Last Update Time Display the date and time for the DDNS was last updated successfully.

3.26 Services > SSH

Router supports SSH password access and skeyediccess.

Enable m:]

port |22

Disable Password Logins Cm

SSH Settings

Item Description Default

Enable Click the toggle button to enable/disable this option. When enabled, you| OFF
access the router via SSH.

Port Set the port of the SSH access. 22

Disable Password Login Click the toggle button to enable/disable this optidihen enabled, you OFF
cannot use username and password to access the router via SSH. In th
case, only the key can be used for login.

A~ Import Authorized Keys

Authorized Keys || Choose File | No file chosen |y
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Keys Management

Item

Description

Authorized Keys

0KA &

Clickon éChoose Fie ldcate anauthorized keyfrom your computer, and then
Of A 01 G L YL} Nayénto iadir routerLJ2 NJi
Note: This option is valid when enabling the password logins option.

3.27 Services > GPS

This section allows you to set tli&PS settingarameters.

7]
°
]

» General Settings

Enable GPS

2

Sync GPS Time

» RS232 Report Settings

Report to R§232
Report GGA Sentence
Report VTG Sentence

Report RMC Sentence

LEEE

Report GSV Sentence

Index Enable Protocol Local Address Local Port Server Address  Server Port +
General Setting®@ GPS
Item Description Default
EnableGPS Click the toggle button to enable/disable the GPS option. OFF
Sync GPS Time | Click the toggle button teynchronize GPS time. OFF
RS232 Report Settings
Report to RS232 | Clickthe toggle button to report to RS232. OFF
Report GGA
P Clickthe toggle button to report GGA sentence. OFF
Sentence
Report VTG
P Clickthe toggle button to report VTG sentence. OFF
Sentence
Report RMC
P Clickthe toggle button to report RMC sentence. OFF
Sentence
Report GSV :
- Clickthe toggle button to report GSV sentence. OFF
Sentence

The window is displayed as below when choosinGP Cliewtas the protocol.
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A Server Settings

Index [ 1 ]
Protocol TCP Client

[
Server Address [
[

Server Port

Send GGA Sentence

Send VTG Sentence

Send RMC Sentence

LEE

Send GSV Sentence

|
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¢tKS GAYR26 A& RAALI I &8SFSerbed 6 8f A&KSOKBFIOR22HPAY I Gc¢/t

A Server Settings

Index [ 1 ]
Protocol |.TCP Server

Local Address

Local Port

< |

Send GGA Sentence

Send VTG Sentence

Send RMC Sentence

LEE

Send GSV Sentence

The window is displayed as below when choosidBE | & G KS LINR G202t @

A Server Settings

Index

=
J

Enable

:

Protocol UDP

Server Address

<

Server Port

Send GGA Sentence

Send VTG Sentence

Send RMC Sentence

Send GSV Sentence

LEE

Server Settings
Item Description Default
Index Indicate the ordinal of the list. --
Enable Click the toggle button to enable/disable the GPS server ON
settings.
Protocol Select fromdTCP Cliegt 6TCP Servéior dJUDE. TCRClient
Server Address Set the address of the TCP Client. Null
@TCRFClient
Server Port Set the port of the remote TCP Server. Null
@TCRFClient
Local Address Set the local address when the router set as a TCP Server. | Null
Local Port Set the local portvhen the router set as a TCP Server. Null
RT_UG_R3000_v.21. Oct23, 2019 107/147

Confidential



Robustel GoRugged R3000 User Guide

@ rcbustel

Server Settings
ltem Description Default
Server Addres@® UDP | Set the address of the TCP Server. Null
Server Port@ UDP Set the port of the remote TCP Server. Null
Send GGA Sentence | Send GGA information in NMEA format. OFF
Send VTG Sentence | Send VT@formation in NMEA format. OFF
Send RMC Sentence | Send RMC information in NMEA format. OFF
Send GSV Sentence | Send GSV information in NMEA format. OFF

Click thedStatug column to view the status of the GPS.

» GPS Status

Status

UTC Time

Last Fixed Time

Satellites In Use

Satellites In View

Latitude

Longitude

Altitude

Speed

GPS Status
Item Description
Status Showii KS Dt { {dF (dza® Dt {a& 5 la@idas A €O E é7
UTC Time Show the UTC of satellites, which is world unified time, not local time.

Last Fixed Time

Show the last positioning time.

Satellites In Use

Show the satellite quantity in use.

Satellite In View

Show the satellite quantity in view.

Latitude

Show thelatitude status of router.

Longitude Show thelongitude status of router.
Altitude Show thealtitude status of router.
Speed Show thehorizontalspeed of router.
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Click thedMapg column to view the current location of the router.
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3.28 Services > Web Server

This section allows you taodify the parameters of @b Server.

Web Server Certificate Management

» General Settings

HTTP Port [80 ] ®@
HTTPS Port [443 ] ®@
Basic@ Web Server
Item Description Default
HTTP Port Enter the HTTP port number you want to changeimerQa 2 S6 { S180
Web serverport 80 is the port that the server "listens to" or expects to rece
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from a Web client. If you configure the router with other HTTP Port number
except 80, only addintiat port numberthen you caroginrouterQ&d 2 S o
Server.

HTTPS Port Enter the HTTPS port number you want to changeuterQad 2 So { S| 443
Web serverport 443 is the port that the server "listens to" or expects to
receive from a Web client. If you configure the router with other HTTPS Po
number except 443, only adding that port numtiken you caroginrouterQ a
Web Server.

Note: HTTPS is more secthan HTTP. In many cases, clients may be
exchanging confidential information with a server, which needs to be secur
order to prevent unauthorized access. For this reason, HTTP was develop
Netscape corporation to allow authorization and securexhfiactions.

This section allows you to impdtie certificatefile into the route.

A Import Certificate

Import Type [CA

HTTPS Certificate [\ Choose File | No file chosen ]m

Certificate Management

Item Description Default

Import Type Slect fromdC/A and oPrivate Key. CA
CA: a digital certificate issued by CA center
Private Key: arivatekey file

HTTPS Certificate Clickon cChoose File lacatethe certificatefile from your computer, and then | --
Ot A0O] GLYLRNILE (2 AYLERNI dGKA&a FAES

3.29 Services > Advanced

This section allows you to set telvanced angbarameters.

» System Settings

Device Name |router | @

User LED Type |None ®@
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» System Settings

Device Name | router | @
User LED Type | Mone @
MNone
OpenVPN
IPSec
| |
System Settings
Item Description Default
Device Name St the device name to distinguish different devices you have instaliditl router

charactersarea-z, AZ, 69, @, .-, #, $,and*.

User LED Type | Secify the display type of youJSR_ED Stlect froméNonet, 60penVPHE, diPse€ | None
or AWIFE.
None: Meaningless indication, and the LED is off
OpenVPNUSR indicator showing tii@gpenVPNtatus
IPsec. USR indicator showing the IPstatus
WiFi: USR indicator showingethViFistatus
Note: For more details about USR indicator, 822 LED Indicatoés

» Periodic Reboot Settings

Periodic Reboot | 0 | @
Daily Reboot Time | | @
Reboot
Item Description Default
Periodic Reboot Set the ebootperiod of the routerO means disable 0
Daily Reboot Time | Set the dailyeboottime of the router, you should follovthe format asHH Null
MM, in 24htime frame, otherwisethe data will be invalidLeave it empty means
disable
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3.30 System>Debug

This section allows you to check and downldhd syslog details.

Log Level | Debug
Filtering | | @
Feb 27 14:29:07 router user.debug link manager [842]: target link WWAN1, state Cormected -

Feb 2T 14:29:07 rowter uzer. info link manager [842]: WAN] ping test success

Feb 2T 14:29:23 router uszer. debug modemd[8T6] : +HIUSATE:
“DNG4810301250082028182850F&00055005300490040536 1 5E 9475 288F0A0L 80TCEESAC 1 63458 3508F0A02E 0AC 33901 A584C8ECLEFD
ANGEMFEFAC] 1ATODEZA] SFOCOMB0RZ4RATIARY 254 E 1AR 3R EF 040 5E0AD4 1 91CF4E 135334 AF DADAS0T2TAROEOT 8 3CH 305"

Feb 2T 14:31:23 router uszer. debug modemd[8T6] : +HIUSATE:
“DNG4810301250082028182850F&00055005300490040536 1 5E 9475 288F0A0L 80TCEESAC 1 63458 3508F0A02E 0AC 33901 A584C8ECLEFD
ANGEMFEFAC] 1ATODEZA] SFOCOMB0RZ4RATIARY 254 E 1AR 3R EF 040 5E0AD4 1 91CF4E 135334 AF DADAS0T2TAROEOT 8 3CH 305"

Feb 2T 14:33:23 router uszer. debug modemd[8T6] : +HIUSATE:
“DNG4810301250082028182850F&00055005300490040536 1 5E 9475 288F0A0L 80TCEESAC 1 63458 3508F0A02E 0AC 33901 A584C8ECLEFD
ANGEMFEFAC] 1ATODEZA] SFOCOMB0RZ4RATIARY 254 E 1AR 3R EF 040 5E0AD4 1 91CF4E 135334 AF DADAS0T2TAROEOT 8 3CH 305"

Feb 2T 14:34:07 rowter uzer. debug link manager [342]: recw action ping_succezs from rping

Feb 27 14:3:07 router uszer. debug link_manager [842]: target link WWAN1, state Connected

Feb 27 14:3:07 router user.info link manager [32]: WWANI ping test success

Feb 2T 14:35:23 rowter uzer. debig modemd[BTE] @ HIUSATR:

“D0648103012500820281 82850F 3000550053004 90040536 1 5E 34 TH288F0ADL 80TCEERAC 1 63488 3508F0LD2E0AC 83501 4E84CEECL 8F0

LO3E04FEF6C] 16TODG 241 BFOCOB0624B6 73484 264E 1AS 385 EF 040550604 1 91CF4E 1353348F A6 80 T2T960ENTI3C5305"

[[\-1anuaIF'.efresh m m

Feb 27 14:3:07 router uszer. debug link_manager [842]: WWAN1 (wwan) start ping test
Feb 27 14:3:07 router user.debug rping [16182]: start ping 8.8. 8.8 (wwan)
Feb 2T 14:34:07 rowter uzer. debug rping [16182]: PING 8. 8. 8.8 (3. 8.8.8) from 10.122.74.11: 18 data byvtes
Feb 27 14:3:07 router uszer. debug rping [16182]: 24 bytes from 8. 8. 8.8: zer0 t11=52 time=324. 080 m=
Feb 27 14:3:07 router user. debuz rping [16182]:
Feb 2T 14:34:07 rowter uzer. debug rping [16182]: — & & 8.8 ping statistics —
Feb 27 14:3:07 router uszer. debug rping [16182]: 1 packetz transmitted, 1 packets received, % packet lozs
Feb 27 14:3:07 router user.debug rping [16182]: round-trip min/ave/max = 324.080/324. 080,324, 080 m=
|
|
M

~ Syslog Files

Index File Name File Size Modification Time

1 messages 198937 Mon Jan 1 01:46:24 2007 a

A System Diagnostic Data

System Diagnostic Data

Syslog
Item Description \ Default
Syslog Details

Log Level Select foY  ébbigg >nfoél E otideb T ardé2>rroté9 ¢ K A Qv tohikR Y Debug
Thelower level will output more syslog in detail.

Filtering Enter the filtering message based on the keywords. d8sg0 separatemore Null
than one filter message, such dseywordl&keyword2

Refresh { St SOMartalRe¥festid p { SO2y Raé 208 &8O 2 ¢rB & A Manual

{ S 02 yéuaah select teseintervalsto refresh the log informatiomlisplayed | Refresh
in the followbox If selectinggmanual refresh, you should click the refresh
button to refresh the syslog.

m Click the button to clear the syslog. -
m Click the button to refresh the syslog. --
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Syslog Files
Syslog Files List | It can show at most Syslog files in the list, the fil@same range froomessageO| /
to message 4. And the newest syslog file will be placed on the top of the lisi
System Diagnosing Data
Generate ‘ dick to generate the syslog diagnosing file. /

3.31 System>Update

Thissection allows you to ugradethe firmware of yourouter. ClickSystem > Update > System Updatnd click on
oChoose Fileto locate the firmware file to be used for the upgrade. Oncel#testfirmware has been chosen, click
oUpdatet to start the upgrale process. The upgrade process may take several minutes. Do not turn off your Router
during the firmware upgrade process.

Note: To access the latest firmware file, pleasatact your technical support engineer

A System Update

File (| Choose File | No file chosen | e
Update
Item Description Default
System Update Clid Choose File_button to select the correctirmware in your PCand then click | Null
TR button to update. After updating successfully, you needltokésave
and applg, and then reboot the routeto take effect.
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3.32 System> App Center

This section allows you to addme required or customizeapplications to the router. Import and install your
applicationgo the App Center, andeboot the device according to the system prom@Eachinstalled application will

be displayal underii K S rvideg @enu,while other applications related to VPN will Bisplayedunderi KS & £t b ¢
menu

Note: After importing the applications to the router, the page display may have a slight delay due to the browser
cache. It is recommended that you clear the bsawcache first and log in the router again.

App Center

For more information about APP Center, refer to http://www.robustel.com/products/app-center/

A App Install

File (| Choose File | No file chosen )| nstan

- Installed Apps

Index Name Version Status Description
1 vrp 3.0.0 Stopped VRRP Daemon X
2 language_chinese 3.0.0 Stopped Chinese language X
App Center
Item | Description ‘ Default
App Install
File Clickon éChoose File ldacatethe Appfile from your computer, and then click --
ECEET) to import this file into your router.
Note: File format should bexxrpk, e.g.R3000robustlink1.0.0.rpk
Installed Apps
Index Indicate the ordinal of the list. -
Name Show the name of the App. Null
Version Show the version of the App. Null
Status Show the status of the App. Null
Description Show thedescription for thisApp. Null
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3.33 System> Tools

This section provides usettsree tools: Ping, Traceroutand Sniffer

Ping Traceroute Sniffer

IP Address | |
Number of Request | 5 |
Timeout | 1 |
Local IP | |
Ping
Item Description Default
IP address Enter the pin@ destination IP address alestinationdomain. Null
Number ofRequests | Specify the number gingrequests. 5
Timeout Specifythe timeout of ping request. 1
Local IP Specify the local IP from cellular WAN, Ethernet WAN or Ethernet LAN. N{ Null
stands for selecting local IP address from these three automatically.
m Clickthis button to start ping request, and the log will be displayed in the | Null
follow box.
Click this button to stp ping request --
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A Traceroute

Trace Address [ ]

Trace Hops [30 ]

Trace Timeout [ 1 ]

@ rcbustel

Traceroute
Item Description Default
Trace Address Enter the trac@destination IP address alestinationdomain. Null
Trace Hops Specify the max trace hops. Router will stop tracing if the trace hops has n 30
max value no matter the destination has been reached or not.
TraceTimeout Specifythe timeout of Traceroute request. 1
m Click this button to starfraceroute request, and the log will be displayed in| --
the follow box.
Click this button totep Traceroute request --
ping Traceroute swrer |
Interface [all
Host | ]
Packets Request [1000 ]
Protocol [AII
Status ()
Index File Name File Size Modification Time
1 17-02-27_14-39-40.cap 24 Mon Feb 27 14:39:41 2017 ﬁ x
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Sniffer
ltem Description Default
Interface Choose the interface according to your Ethernet configuration. All
Host Hlter the packet that contain the specify IP address. Null
Packets Request Set the packet number that the router can sniffer at a time. 1000
Protocol Slect fromdAllg, dFE, GTCR, dJUDRE and 6ARE. All
Port Set theport numberfor TCP otJDPthat is used in sniffer Null
Status Show the current status of sniffer. Null
m Click this button to starthe sniffer. --
Click this button to stp the sniffer.Once you click this button, a new log file | --
will be displayed in the folloimg List.
Capture Files BEvery times of sniffer log will beaved automaticallyas a new fileYou can find | Null
the file from this Sniffer Traffic Data List andk i3 to download the log, click
X to delete the log filelt can cache a maximum of 5 files

3.34 System> Profile

This section allows you to import or export the configuration file, and restore the router to factory default setting.

Profile Rollback

» Import Configuration File

Reset Other Settings to Default - OFF @
Ignore Invalid Settings - OFF @

XML Configuration File “ BlAE... l FRIEEFEM . l

 Export Configuration File

Ignore Disabled Features Cm @
Add Detailed Information Cm @
Encrypt Secret Data @

XML Configuration File

» Default Configuration
Save Running Configuration as Default m @

Restore to Default Configuration

Profile
Item Description Default
Import ConfigurationFile
Reset Other Settings to | Click the toggle button a8NE to return other parameters to default OFF
Default settings.
Ignore Invalid Settings | Clickthe toggle button asOFE to ignore invalid settings. OFF
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XML Configuration File | Clickon Choose File to locatethe XML configuratioffile from your --
computer, and then clkmto import this file into your router.

ExportConfigurationFile

Ignore Disabled Featureg Click the toggle button a®FE to ignore the disabled features. OFF
Add Detailed Information| Click the toggle button a¥re to add detailed information. OFF
Encrypt Secret Data Click the toggle button a®NE to encrypt the secret data. OFF

XML Configuration File | Clidk [Eaaatd button to generate the XML configuration file -

Default Configuration

Save Running Click this button to save theurrent running parameters as default --
Configuration as Default | configuration.

Restore to Default Click this button to restore the factory defaults. --
Configuration

- Configuration Rollback

Save as a Rollbackable Archive m @

» Configuration Archive Files

Index File Name File Size Modification Time

Rollback

Item Description Default

Configuration Rollback

Save as a Rollbackabl Create a savpoint manually. Additionally, the system will create a save| --
Archive point every day automatically if configuration changes.

Configuration Archive Files

Configuration Archive | View the related information about configuration archive files, including| --
Files name,size and modification time.
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3.35 System> User Management

Root Super User Common User

- Root Settings

New Password [IIIII l@

Confirm Password [ l

Root Settings
New Password Enter anew passwordg/ou want to create; &lid characterarea-z, AZ, 69, @, | Null
#,3, ., *-
Confirm Password | Enter the new password again to confirm. Null

This section allows you tthangeyour username and password, and creatay@nage user account®ne router has
only one super usawho has the highest authoritjo modify, addand manageother common users.

Note: Your new password must be more than 5 character and less than 32 characters and may contain numbers,
upper and lowercase letters, and standard symbols.

- Super User Settings ®

New Username [admin l @
0ld Password [IIII-I- l @
New Password [ l @
Confirm Password [ l
SuperUser Settings
Item Description Default
New Username Enter a new username you want ¢oeate; \alid characterarea-z, AZ, 69, Null
@, .-, #, $and*.
Old Password Enter the old password of your router. The defauliadmire. Null
New Password Enter anew password/ou want to create; &lid characterarea-z, AZ, 09, Null
@, .-, #, $and*.
Confirm Password | Enter the new password again to confirm. Null

» Common User Settings

Index Role Username +

Click ¥ button to add a new common use€Fhe maximum rule count is 5.
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Common User

» Common Users Settings

Index |1 ]
Role |[Visitor
sermame | @
password | | ®

Common UseBettings

ltem Description Default
Index Indicate theordinal of the list. --
Role { St SO isibiNR NFdioE @ Visitor

Visitor. Users only can view the configuration of router under this level
Editor. Users can view and set the configuration of router under this level

Username Setthe Usernamevalid charactersarea-z, AZ, 09, @, .-, #, $,and*. Null

Password Set thepassword which at least contaiBscharacters; alid characterarea-z, AZ, Null
09, @, .;, #, $,and*.
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Chapter 4 Configuration Examples

4.1 Interface

4.1.1Console Port

You can use the console port to manage
the router via CLI commands, please refe
to Chapter 5 Introductions for CLI

|
121147
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4.1.2Digital Input

L . Slide switch
R3000 supports digital input with dry

contact.Please check the connector —‘/. il

interface of the router, you can easily find

markdv-¢€ at one pin of the power _‘/._ In2

connector.

Note: Do not connect In1/In2 directly and | IZI OUT1
do not slide the switch to the port marked |I|

OGN on the terminal block. Otherwise, l | ‘ ZI oUT2
the DI cannot work properly.

V- .
Power Negative
GND

i

4.1.3Digital Output
R3000 supports digit output with wet

contact.Please refer to the right side figure

to connect the negative pole of the power Inl
to the port markeddGNIE.
The maximum output voltage, output External In2

current and output power of DO is 30V DC Power Supply
0.3 A and 0.3 Wespectively It means that m_mou—tl

the voltage difference betwee®utl, Out2

and GND cannot exceed 3@V DC and the e
current value through Outl and Out2 B Q External Load m GND
cannot exceed to 300 mA; while the outpu De

power dissipated by Outl and Out2 cannc l l ZI A
exceed to 0.3W. Otherwise, the DO will be

damaged. . - l I Z I B
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4.1.4RS232

R3000 supports one 32 for serial data
communication Please refer to the
connection diagram at the right side.

4.1.5RS$485

R3000 supports one RIB5 for serial data
communication Pleaseefer to the
connection diagram at the right side.

Data-(B)
Data+(A)

|
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4.2 Cellular

4.2.1Cellular DialUp

This section showgou how to configure theprimary and backup SIM cafar Cellular Dialip. Connect the router
correctly and insert two SIM, then open the capifiation page. Under the homepage menu, clitlerface > Link
Manager > Link Manager > General Settinggoosed WWANE as the primary link andWWANZ as the backup link,

and setdCold Backupas the backup mode, then clicubmit.

Note: All data will beranderred via WWAN1 when choose WWANL1 as the primary link and set backup mode as cold
backup. At the same time, WWANZ2 is always offline as a backup link. All data transmission will be switched to
WWAN2 when the WWANL1 is disconnected.

Link Manager

» General Settings

Revert Interval

Primary Link  [WWAN1 ®
Backup Link [WWAN2
Backup Mode [Cold Backup @

0 ] @)
Emergency Reboot Cm @

A Link Settings

Index Type Description Connection Type
1 WWAN1 DHCP [
2 WWAN2 DHCP L’;
3 WAN DHCP =
+ WLAN DHCP 2

Clickthe edit button of WWAN 10 set its parameters according to the current ISP.

Link Manager

» General Settings

Index [1 ]

Type [wwan1

Description [ ]
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» WWAN Settings

Automatic APN Selection m:]

Dialup Number [*99***1# ]

Authentication Type [Auto

Aggressive Reset m:] @
Switch SIM By Data Allowance Cm @

Data Allowance [0 ] ®@
Billing pay |1 | ®
Enable m:]
Primary Server [8.8.8.8 ]
Secondary Server [114.114.114.114 ]
Interval [300 ] ®@
Retry Interval [5 ] ®@
Timeout [3 ] ®@
Max Ping Tries [3 ] ®@

» Advanced Settings

10000

Upload Bandwidth

Download Bandwidth 10000

Overrided Primary DNS

— Ty
S U G )

Overrided Secondary DNS

Debug Enable

Verbose Debug Enable

When finished, clicubmit > Save & Applfpr the configuration to take effect.

The window is displayed below by clickinterface > Cellular > AdvanceéZellular Settings

Cellular Status AT Debug

» Advanced Cellular Settings

Index SIM Card Phone Number Network Type Band Select Type

1 SIM1 Auto All #
2 SIM2 Auto All [#
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Clickthe edit button of SIM10 set its parameters according to your application request.

» General Settings

Index

SIM Card

]
SIM1
ﬁ|
| ®

Phone Number

PIN Code
Extra AT Cmd | @
Telnet Port |0 | @

» Cellular Network Settings

Network Type |:.ﬂ.uto @

Band Select Type |:.ﬂ\|| @

» Advanced Settings

Debug Enable

Verbose Debug Enable

o [
o o

When finished, clicubmit > Save & Applfpr the configuration to take effect.

4.2.2SMS Remote Control

The puter supports remotecontrol via SMSYoucan use following commands to get the statushef router, and set
all the parametersThere are thre¢ dzi KSY G A OF A2y GeLSa FT2N) {a{ O2y NPTt d
Gt K2y SoyadzY2( K¢ @

An SMS command hdke following strudure:

1. Passwordmode! a SNY I YSY t I &ag 2 NRT O(avRirableGoydveryTpovicrhariber)X OY Ry
2. PhonenummodeOYRMT OYRHT (8vXil&bte WheXtheCB¥IR yas sent from the phone number
GKAOK KIFIR 0SSy FTRRSR Ay wonnnQa LK2yS 3IANRdzZI ¢
3. Bothmode-Userr YSY t I 3a62NRTOYRMTOYRHTOYRoOoT XOYRY 6 @I A
0

a
ydzy 6 SNJ 6 KA OK KI R SSYy FTRRSR Ay wonnnQa LK2yS 3IANERd:
SMS command Explanation:

1. User name anéPassworduse the same username and password as WEB manager for authentication.
2. cmdl, cmd2, cmd3 to Cmdthe command format is the same as the CLI commamate details about CLI cmd
please refer tadChapter 5 Introductions for CLI
Note: Download the configure XML file from the configured web browBwee.format of SMS controcommand
can refer to the data of the XML file.
Go toSystem > Profile > Export Configuration Fittick [Eaaagidto generate the XML file and dt{Ergasd
to export the XML file.
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Profile Rollback

A Import Configuration File

Reset Other Settings to Default Cm @
Ignore Invalid Settings Cm @

XML Configuration File “ Choose Fileii No file chosen ]m

A Export Configuration File

Ignore Disabled Features [:m @
Add Detailed Information Cm @
Encrypt Secret Data ®

XML Configuration File

A Default Configuration
Save Running Configuration as Default m @

Restore to Default Configuration

XML command:
<lan >
<id > 1</id >
<interface > lan0< finterface >
<ip > 172.16. 24. 24<[ip >
<netmask > 255.255.0.0</netmask >
<mtu > 1500</mtu >
SMS cmd:
set lan network 1 interface lanO
set lan network 1 ip 172.16.24.24
set lan network 1 netmask 255.255.0.0
set lan network 1 mtu 1500
3. ¢KS aSYAO02f2y OKIFN)IOUGSNI oWTQUO A& dzaSR (G2 &aSLINYGS
4. E.g.
admin:admin;status system
In this commandysername isadmirg, password isadmirg, and thefunction of the command is to get the
system status.
SMSreceived:
hardware_version = 2.
firmware_version =3.0.0'
kernel_version 4.1.0
device_model = R3000
serial_number 201612221052
uptime ="0 days, 0a0:21"
system_time = "Mon Feb 27 09:52:52 2017"
admin:admin;reboot

|
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In this commandysername igadmirg, password igadmirg, and thecommand is to reboot the Router.
SMS received:
OK

admin:admin;set firewall remote_ssh_access false;set firewall remote_telnet_access false
In this commandysername igadmirg, password isadmirg, and thecommand is to disable the remote_ssh
and remote_telnet access.
SMS received:

OK

OK

admin:admin;set lan network 1 interface lan0;set lan network 1 ip 172.16.24.24;set lan network 1 netmask

255.255.0.0;set lan network 1 mtu 1500

In this commandysernameis éadmirg, password igsadmirg, and the commands is to configure the LAN
parameter.

SMS received:

OK

OK

OK

OK

4.3 Network

4.3.11PsecVPN

PC1 PC3

IpsecVPN-Server - lpsecVPN-Client
: : ) _‘

.. ):

_ ~~ Internet )

— Jf/ .

10.0.0.0/24 WAN:58.1.1.1" kS 192.168.1.0/24

PC2 el s PC4
The configuratiorof server and client is as follawv
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IPsecVPN_$rver:

Cisco 2811:

Eouterrenzable
Bouterfconfig
Configuring from terminzl, memory, or network [terminal]?
Enter configuration commands, one per line. End with CHTL/Z.
Bouter (config) fcrypto isakmp policy 10
Router (config-isakmp) §7
authentication Set authentication method for protection suite

encryption Set encryption algorithm for protection suite
exit Exit from ISREMP protection suite configuration mode
group Set the Diffie-Hellman group
hash Set hash algorithm for protection suite
lifetime Set lifetime for ISAFMP security association
no Hegate a command or set its defaults
Router | fig-iszkmy) fencryption 3des

Router| g-isakmp) fhash mds
HEouter {config-iszakmp) fauthenticetion pre-share

Router {config-isskmp) #group 2
Router {config-isskmp) fexit
Bouter (config) $crypto isakmp ?
client Set client configuration policy
enzble Enakle ISZEME
key Set pre-shared key for remote peer
policy Set policy for an ISAEMP protection suite
BEouter (config) #crypto isakmp key cisco address 0.0.0.0 0.0.0.0

Router (config) fcrypto 2
dynamic-map Specify a dynamic crypto msp template

ipsec Configure IPSEC policy
isakmp Configure ISAFMP policy
key Long term key operations
map Enter = crypto map

Router (config) fcrypto ipsec ?
security-association Security sssociation parameters
transform-set Define transform and settings
Router (config) fcrypto ipsec transform—set Trans ?
sh-md5-hmac AH-HMRC-MDS transform
zh-sha-hmac AH-HMRC-SHA transform

esp—3des ESP trensfcrm using 3DES(EDE) cipher (le8 kbita)
esp-=2es ESP transform using RES cipher
esp-des ESP transform using DES cipher (56 bits)

esp-md5-hmac ESP transform using HMAC-MDS auth
esp-sha-hmac ESP transform using HMAC-SHE auth
RBouter (config) fcrypto ipsec transficrm-set Trans esp-3des esp-mdS-hmac

Bouter {config) #ip access-list extended wvpn

Router {config-ext-nacl) fpermit ip 10.70 . 0.0 0.0_0_255 132 _168.1.0 O_.0_0_255

Router {config-ext-nacl) fexit

Router (config) fcrypto map cry-map 10 ipsec-isakmp

% NOTE: This new crypto map will rem=in diszbled until = peer
and a2 walid access list have been configured.

Router (config-crypto-—map) #match address wvpn

Router (config-crypto-map) #set transform-set Trans

Router (config-crypto-map) #set peer 202.100.1.1

Router {config-crypto-map) fexit

Bouter (config) #interface fastEthernet 0/0
Router (config-if) §ip address 58.1.1.1 Z255.
Router (config-if) §cr

Router (config-if) fcrypto map cry-map

*Jan 3 07:16:26.785: RCRYPTO-&-ISAEMP ON_OFF: ISREMP is ON
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IPsecVPN_Gent:

The window is displayed as below by clickitiRN > IPsec > Tunnel

Tunnel Status x509

- Tunnel Settings

Index Enable Description Gateway Local Subnet Remote Subnet +

Qick 4= button and set the parameters of IPsec Client as below.

Tunnel

» General Settings

Index [1 ]

Description

Gateway

[
[
Mode [Tunnel
[
[
[

Protocol

Local Subnet

Remote Subnet

» IKE Settings

Negotiation Mode [Main

Authentication Algorithm [ MD5

Encryption Algorithm [3DES

IKE DH Group [Dngoup2

Authentication Type PSK

PSK Secret

Remote ID Type Default

IKE Lifetime 86400

< B - BENR-R-N-<B<Q -
- L

[
[
Local ID Type | Defauilt
[
[
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Encrypt Algorithm

Authentication Algorithm

[
[
PFS Group  |DHgroup2
SA Lifetime [28800 ] ®@
DPD Interval [60 ] ®@
DPD Failures [130 ] ®@

» Advanced Settings
Enable Compression Cm

Expert Options [ ] @

When finished, clicBubmit > Save & Applfpr the configuration to take effect.

The comparison between server anlient is as below.

|
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